FEDERAL BUREAU OF INVESTIGATION 


FOLI/PA 


DELETED PAGE INFORMATION SHEET 
FOI/PAH 1353814-000 


Total Deleted Page(s) = 34 
Page 1 ~ bl - per DOS; bS - per BOS, per NSC; 
Page 2 ~ bi - per DOS; bS - per DOS, per NSC; 
Page 3 ~ D1 - per DOS; bS - per DOS, per NSC; 
Page 4 ~ bl - per DOS; bS - per DOS, per NSC; 
Page 5 ~ bi - per OOS; BS - per DOS, per NSC; 
Page 6 ~ bi - per OOS; bS - per DOS, per NSC; 
Page 7 ~ bi - per OOS; BS - per DOS, per NSC; 
Page 8 ~ bi - per OOS; bS - per DOS, per NSC; 
Page 9 ~ bi - per DOS; bS - per DOS, per NSC; 


Page 10 ~ bl - 
Page 11 ~ bl - 
Page 12 ~ bl - 
Page 13 ~ bi - 
Page 14 ~ bi - 
Page 15 ~ bi - 
Page 16 ~ bi - 
Page 17 ~ bl - 


per DOS; bS - per DOS, per NSC; 
5 - per DOS, per NSC; 
5 - per DOS, per NSC; 
5 - per DOS, per NSC; 
per DOS; bS - per DOS, per NSC; 
per DOS; bS - per DOS, per NSC; 
per DOS; bS - per DOS, per NSC; 
per DOS; b5 - per DOS, per NSC; 


Page 18 ~ bl - 
Page 19 ~ bl - 
Page 20 ~ bl - 
Page 21 ~ bS - per NSC; 

Page 24 ~ bS - per DOS, per NSC; 
Page 25 ~ bS - per DOS, per NSC; 
Page 26 ~ bS - per DOS, per NSC; 
Page 27 ~ bS - per DOS, per NSC; 
Page 28 ~ b5 - per DOS, per NSC; 
Page 29 ~ b5 - per DOS, per NSC; 
Page 30 ~ b5 - per DOS, per NSC; 
Page 31 ~ b5 - per DOS, per NSC; 
Page 32 ~ bS - per DOS, per NSC; 
Page 33 ~ bS - per DOS, per NSC; 
Page 34 ~ bS - per OOS, per NSC; 
Page 35 ~ bS - per OOS, per NSC; 
Page 36 ~ bS - per OOS, per NSC; 


per NSC; 
per NSC; 


5 - per DOS, per NSC; 


XXXXXXAXXAXAXAXAXAKAKAKAN 
X Deleted Page(s} Xx 
X No Duplication Fee X 
X ForthisPage xX 
XXAXKXXAXKXXKAXKXKAXKAXK 


: draft 

Frot “Chollet, Derek H" <! 

Sent: 10412009 1:35:42 

Te: “dora, Paul WJ 
<BommorAFQstota, 
<MckeanMA@stale, 
“Mis, Chery! D° <M 
draft 


Thanks, Derek 


DEREK CHOLLET 
Princtpal Oeputy Director, 
Policy Planning Staff 

U.S. Department of State 

2203 C Street, NW Room 7311 
Washington, DC 20520 
202-647-2372 


cholletdh@state.gov 


Mesange Headers: 


PR_RIM_INTERNET_MESSAGE_D: 
PR_RIM_MSG_STATUS: 
PRCRIM_MSG_ON_DEVICE 
PR_RIM_MSG_REF JO: 
PR_RIM_MSG_FOLDER_ID: 
PR_RUIM_DELETE_BY_DEVICE: 
PR_RIM_PAGER_TX_FLAG: 
PR_RIW_MESSAGE_SUBMISSION. ID: 


file:///E:/AF%20PAK%20Me 


Page | of 1 b6 


b7¢e 
ALL FBI INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 
ATE Ui-ie-zo1e ey[____—sJ wc 
iBUSTATE/SES/RECIPIENTS/CHOLLETDH> 
+00:00 
leaPW2@state.gov>; “Feldman, Oaniel F” <FeldmenDF @slsle.gev>: "Singh, Vikram J° <SinghVJ@etate.gov>; "Zommer, Ashley F* 
v5; "Goodman, Mary Bath" <GoadmanMB@slate.gav>: "Misko, Sean A’ <MiskoSA@stala.gov>; “McKean, Margaret J” 
jaer, S Veli R” <NasrSVR@slate.gov>; "Rubin, Bematt R” <RubindR@stata gov> 
CO@state.gov>; "Sulivan, Jacob J” <SulivanJI@state. gave: "Campbell, Piper” <CampballP @state.gov> 


bS Per NSC 


Microsoft Mail Internet Headers Version 2.0 
Received: from SESSML33U.ses.state.sbu ([10.4.84,33]) by sessml35u.ses.state.sbu with Microsoft SMTPSVC(6.0 


Sat, 3 Oct 2009 21:35:42 -0400 
X-MimeOLE: Produced @y Microsoft Exchange V6.5, 
Content-class: urn:content-classes:message 
MIME-Version: 1.0 
Content-Type: application/ms-tnef; 
name="winmall.dat’ 

Content-Transfer-Encoding: binary 
Subject: draft . 
Date: Sat, 3 Oct 2009 21:35:42 -0400 
Message-ID: <62800106@F18EF 48BF79DA29694B4F84056FEBF1 @sessmi33u.ses. state.sbu> 
X-MS-Has-Attach: yes 
X-MS-TNEF-Correlator: <B2B00106BF18EF4B5F790A2989484FB4056FEGF1 @sessmni33u.ses. state. sbu> 
‘Thread-Topic: draft 
Thread-Index: AcpEkw/trPS7qHiR3eYstF7kTihmA== 
From: “Chollet, Derek H" <CholletoH@state.gov> 
To: "Jones, Paul W" <JonesPW2@state.gov>, 

“Feldman, Daniel F" <FeldmanDF@state.gov>, 

“Singh, Vikram 2" <SinghVJ@state.gov>, 

“ommer, Ashiey F" <BommerAF@state.gov>, 

“Goodman, Mary Beth” <GoodmanMB@state.gov>, 

“Misko, Sean A” <MiskoSA@state.gov>, 

“McKean, Margaret 8" '<MckeanMB@state.gov>, 

“Nasr, S Vall RY <NasrSVR@state.gov>, 

Rubin, Barnett R" <RubinBR@state.gov> 
“Mills, Cheryl D" <MllisCD@state.gov>, 

‘Sullivan, Jacob J” <SullivanJ@state.gov>, 

“Campbell, Piper” <CampbellP@state.gov> 
Return-Path: ChoiletDH@state.gov 
X-OriginalarrivalTime: 04 Oct 2009 01:35;42.0385 (UTC) FILETIME=[FCS4AA10:01CA4492] 
X-TM-AS-Product-Ver: SMEX-8.0.0.1285-5.600.1016-16922.005 
X-TM-AS-Result: No--49.977100-5.000000-31 
X-TH-AS-User-Approved-Sender: No 
X-TH-AS-User-Blocked-Sender: No 


Ce: 


<B28001D66F 18EF4BGF79DA29994B4F 8 4056FEBF 1@sasemi3du sas state.sbu> 
0 

true 

“1570405653 

40 

we 

true 

£6330558395613D203B703D474F 56284447 53366C.3DS3455353404C3393652030093 1303034303 1 3335343254203 132343907 


mo%20Emails/Draft/e20Document%20(CM%200penNet%... 1/15/2016 


HRC-2061 


ALL ERI INFORMATION CONTAINED 
BEREIN I$ UNCLASSIFIED 
DATE 11-18-2019 BY eo 


b6 


| ©) Po Paper 10-03dc Properties 


q 


Details bee 


| Value 


Abthors Derek H Chollet 
stsaved by = Derek H Chollet 
vision number 2 


ogram name Microsoft Office Word 
Chmpany U.S. Department of State 


intent created 10/3/2009 9:33 PM 
bte lastuaved 10/3/2009 9:33 PM i 
ast printed 10/3/2009 5:50 PM : i 
btal editing time 00:00:00 


HRC-2062 


FEDERAL BUREAU OF INVESTIGATION 


FOLI/PA 


DELETED PAGE INFORMATION SHEET 


FOI/PAH 1353814-000 


Total Deleted Page(s) = 71 


Page 1 ~ bl - per DOS; bS - per BOS, per NSC; 
Page 2 ~ bi - per DOS; bS - per DOS, per NSC; 
Page 3 ~ D1 - per DOS; bS - per DOS, per NSC; 
Page 4 ~ bl - per DOS; bS - per DOS, per NSC; 
Page 5 ~ bi - per OOS; bS - per DOS, per NSC; 
Page 6 ~ bi - per OOS; BS - per DOS, per NSC; 
Page 7 ~ bi - per OOS; bS - per DOS, per NSC; 
Page 8 ~ bi - per OOS; bS - per DOS, per NSC; 
Page 9 ~ bi - per DOS; bS - per DOS, per NSC; 
Page 10 ~ bl - per DOS; bS - per DOS, per NSC; 


Page 11 ~ bl - 
Page 12 ~ bl - 
Page 13 ~ bl - 


5 - per DOS, per NSC; 
5 - per DOS, per NSC; 
S - per DOS, per NSC; 


Page 14 ~ bi - per DOS; bS - per DOS, per NSC; 
Page 15 ~ bi - per DOS; bS - per DOS, per NSC; 
Page 16 ~ bi - per DOS; bS - per DOS, per NSC; 
Page 17 ~ bl - per DOS; bS - per DOS, per NSC; 


Page 18 ~ bl - 
Page 19 ~ bl - 
Page 20 ~ bi - 
Page 21 ~ bS 
Page 22 ~ bS 


per NSC; 
per NSC; 


5 - per DOS, per NSC; 


Page 24 ~ bi - per 00S; bS - per DOS, per NSC; 
Page 25 ~ bi - per 00S; bS - per DOS, per NSC; 
Page 26 ~ bi - per 00S; bS - per DOS, per NSC; 


Page 27 ~ bi - 
Page 28 ~ bl - 
Page 29 ~ bl - pi 


Page 30 ~ bi - per DOS; bS - per DOS; bé - per NSC; 


Page 33 ~ bS - per OOS, per NSC; 
Page 34 ~ bS - per DOS, per NSC; 
Page 35 ~ bS - per OOS, per NSC; 
Page 36 ~ bS - per OOS, per NSC; 
Page 37 ~ bS - per OOS, per NSC; 
Page 38 ~ bS - per DOS, per NSC; 
Page 39 ~ bS - per DOS, per NSC; 
Page 40 ~ b5 - per DOS, per NSC; 
Page 41 ~ bS - per DOS, per NSC; 
Page 42 ~ bS - per OOS, per NSC; 
Page 43 ~ bS - per DOS, per NSC; 
Page 44 ~ bS - per DOS, per NSC; 
Page 45 ~ bS - per DOS, per NSC; 
Page 48 ~ b5 - per DOS, per NSC; 
Page 49 ~ bS - per DOS, per NSC; 
Page 50 ~ bS - per DOS, per NSC; 
Page 51 ~ bS - per DOS, per NSC; 
Page 52 ~ bS - per DOS, per NSC; 
Page 53 ~ bS - per DOS, per NSC; 
Page 54 ~ bS - per DOS, per NSC; 
Page 55 ~ bS - per DOS, per NSC; 
Page 56 ~ bS - per DOS, per NSC; 
Page 57 ~ bS - per DOS, per NSC; 
Page 58 ~ bS - per DOS, per NSC; 
Page 59 ~ bS - per DOS, per NSC; 
Page 60 ~ bS - per DOS, per NSC; 
Page 63 ~ bS - per NSC; 

Page 64 ~ bS - per NSC; 

Page 65 ~ bS - per NSC; 

Page 66 ~ bS - per DOS, per NSC; 
Page 67 ~ bS - per DOS, per NSC; 
Page 68 ~ bS - per DOS, per NSC; 
Page 69 ~ bS - per DOS, per NSC; 
Page 70 ~ bS - per DOS, per NSC; 
Page 71 ~ bS - per DOS, per NSC; 
Page 72 ~ bS - per DOS, per NSC; 
Page 73 ~ bS - per DOS, per NSC; 
Page 74 ~ bS - per DOS, per NSC; 


S - per DOS, per NSC; 


Page 75 ~ BS - per DOS, per NSC; 
Page 76 ~ bS - per DOS, per NSC; 
Page 77 ~ bS - per DOS, per NSC; 
Page 78 ~ bS - per DOS, per NSC; 


XXXXXXKXAKXAAKAXKAKAKK 
X Deleted Page(s} X 
X__No Duplication Fee X 
X Forthis Page X 
XXXXXKXAKXAKKAKKKAKAKK 


ve Tab 1 - Riedel Objectives Properties. 


b6 per NSC 


Vf 
| Revision number 2 ! 
| ‘Version number | 
| Program name Microsoft Office iWond i 
| Company US. Department of State 
| Manager iE 
| Content created 1V5v'2009 2-27 AM i: 


| Datelastsamed 10/2005 2-21 AM 


| Last printed SONS 12-13 PM i 
| Total editing time O0400 | 


, draft : Page | of 1 


hollet, Derek H” <SBUSTATE/SES/RECIPIENTS/CHOLLETDH> 

1074/2009 1:95:42 AM +00:00 

“Jones, Paul W" <JonesPW2@state.gov>; “Feldman, Danial F” <FeldmanDF@state.gov>; "Singh, Viktam J’ <SinghVJ@state.gov>; “Bommer, Ashley F’ 
<BommerAF @state.gov>; "Goodman, Mary Beth” <GoodmanMB@stale.gov>, "Misko, Sean A" <MiskoSA@stale.gov>; "McKean, Margaret B 
<MckearMB@state gov>, "Nasr, S Vali R" <NasrSVR@siate gove, “Rubin, Bamett R <RubinBR@slate.gov> 

cc: “Mills, Chery! D" <MilsCD@state.gow>; “Sullivan, Jacob J° <SullivanJJ@state.gov>; “Campbell, Piper’ <CampbellP@slate.gov> 


Attachments: b5 per NSC 


J 
Thanks, Derek 

f 

DEREK CHOLLET . 
Principal Deputy Director, 

Policy Planning Staff 

U.S. Department of State > 
2201 C Street, NW Room 7311 

Washington, OC 20520 

202-647-2372 


cholletdn@state.gov 


Message Headers: Microsoft Mall Internet Headers Version 2.0 
Received: from SESSML33U .ses.state.sbu ((10.4.84.33]) by sessml3Su.ses.state.sbu with Microsoft SMTPSVC(6.0 
Sat, 3 Oct 2009 21:35:42 -0400 
X-MimeOLE: Produced By Microsoft Exchange V6.5 
Content-class: urn:content-classes:message 
MIME-Version: 1.0 
Content-Type: application/ms-tnef; 
name="winmail.dat” 
Content-Transfer-Encoding: binary 
Subject: draft 
Date: Sat, 3 Oct 2009 21:35:42 -0400 
Message-ID: <B28001D68F 1 8EF4BBF790A29894B4F84056FEBF1 @sessmi33u.ses.state Sbu> 
X-MS-Has-attach: yes - 
X-MS-TNEF-Correlator: <B2B001 D6BF18EF4BBF7SDA29894B4FB4056FEBF1 @sessml33u.ses.state,sbu> 
Thread-Toplc: draft 
. ‘Thread-Index: AcpEkw/trPS7qlIR3eYsIF7KTInmA 
From: "Chollet, Derek H” <CholletDH@state.gov> . 
: “Jones, Paul W" <JonestW2@state.gov>, 
. “Feldman, Daniel #" <FeldmanDF@state.gov>, 
"Singh, Vikram J” <SinghvJ@state.gov>, 
‘Bommer, Ashley F” <BommerAF@state.gov>, 
Goodman, Mary Beth" <GoodmanMB@state.gov>, ‘ . 
koSA@state.gov>, 
"McKean, Margaret B"-<MckeanMB@state.gov>, 
“Nasr, Vall R" <NasrSVR@state.gov>, 
"Rubin, Barnett R” <RubinBR@state.gov> 
ills, Cheryl D" <MillsCD@state gov>, 
‘Sullivan, Jacob J" <SullivanJI@state.gov>, 
"Campbell, Piper” <CampbellP@state.gov> 
Return-Path: CholletOH@state.gov 
X-OriginalArrivalTime: 04 Oct 2009 01:35:42.0385 (UTC) FILETIME=[FC64AA10:01C44492] 
X-TM-AS-Product-Ver: SMEX-8.0.0.1285-5.600.1016-16922.005 
X-TM-AS-Result: No--49.977100-5.000000-32 
X-TM-AS-User-Approved-Sender: No 
X-TM-AS-User-Blocked-Sender: No 


ce: 


PR_RIM_INTERNET_MESSAGE_ID: <828001D68F 18E F4BBF7SDA29894B4FB4056FEBF 1 @sessmi3iu ses state sbu> 

PR_RIM_MSG_STATUS: 0 

PR_RIM_MSG_ON_DEVICE_2_6: tue 

PR_RIM_MSG_REF_1D: ~1570405653 

PR_RIM_MSG_FOLOER 10: 40 

PR_RIM_DELETED_BY_DEVICE: true 

PR_RIM_PAGER_1X FLAG: true 

PR_RIM_MESSAGE_SUBMISSION_ID: 63305553386 13D20387030474F5628444F533B6C3D534553534D4C3333552030383 190904303 1333594325A203132349937 


HRC-2118 
file:///E:/AF%20PAK%20Memo%20Emails/Draft%20Document%20(CM%200penNet™%... 1/15/2016 


Se 


Paper 10-03dc Properties 


Details 


Derek H Chollet 
Derek H Chollet 
2 


Microsoft Office Word 
U.S, Department of State 


10/3/2009 9:33 PM 
10/3/2009 9:33 PM 
10/3/2009 5:50 PM 
00:00:00 


HRC-2119 


‘FW: draft Page 1 of 2 


From: “Campbell, Piper’ <SBUSTATE/PHNOM PENH/RECIPIENTS/CAMPBELLP> 

Sent: 10/4/2009 2:48:01 AM +00:00 

To: "Chollat, Derek H" <CholletOH@state.gov> 

ce: nes, Paul W" <JonesPW2@state gov>; "Goodman, Mary Bath’ <GaadmanMB@state.gov>; “Nasr, S Vali R’ <NasSVR@state.gov>: “Falaman, Danial 


F* <FeldmanDF@state.gov>: ‘Singh, Vikram J" <SinghVJ@state.gov>; "McKeen, Margaret B* <MickeanMB@state.gov>; "Mis, Chery! 0 
~<Mils CD @state, gov "Sullivan, Jacob J" <SullivanJJ@state.gov>; "Rubin, Bamott R’ <RubinBR@state. gow>; "Bommer, Ashley F” 
<BommerAF@state.gov>: “Misko, Sean A" <MiskoSA@siate.gov> 


Subject: ‘ 
Atocnmenss: 0 De bS per NSC 


Sarak = Trocked changes, both substantive and trying to help you start to clean it up. I can Imagine you are bleary eyed! Impressive affort from tha tem. {note 
that'] won't be abla to get Jack’s Input until tommorrow so my input should not be construed as clearing,..but I also don’t think we're at the "procesa” polnt yat and 
rother this Is @ collaboration. = pc 


From: Chollet, Derek H 

Sent: Saturday, October 03, 2009 9:36 PM 

To: Jones, Paul W; Feldman, Daniel F; Singh, Vikram J; Bommer, Ashley F; Goodman, Mary Beth; Misko, Sean A; McKean, Margaret 8; Nasr, S Vall R; Rubin, Barnett R 
Ce: Mills, Chery! D; Sullivan, Jacob J; Campbell, Piper 

Subject: draft 


‘Thanks, Derek 


DEREK CHOLLET 
Principal Deputy Director, 
Policy Planning Staff 

U.S. Department of State . 
2201 C Street, NW Room 7311 

‘Washington, DC 20520 

202-647;2372 


cholletdh@state.gov 


Message Headers: Microsoft Mall Internet Headers Version 2.0 
Content-class: urn:cantent-classes: message 
MIME-Version: 1.0 
Content-Type: application/ms-tnef; 
name="winmail.dat” 
Content-Transfer-Encoding: binary 
X-MimeOLE: Produced By Microsoft Exchange V6.5 
Subject: FW: draft 
Date: Sat, 3 Oct 2009 22:48:01 -0400 
Message-ID: <D63CB91A6D16D146AB0A41BFC57FC4B80E93563F @sessmi3Su.ses.state.sbu> 
X-MS-Has-Attach: yes 
X-MS-TNEF-Correlator: <D63CB91A6D16D1 46AB0A41 BFCS7FC4B80E93563F @sessmi35u.ses.state.sbu> 
Thread-Topic: draft 
Thread-Index: AcpEkvv/trPS7qliR3eYsiF7kTihmAACWZ6Q 
From: "Campbeli, Piper” <CampbellP@state.gov> 
To: "Chollet, Derek H” <CholietDH@state. gov> 
‘Ce: “Jones, Paul W" <lonesPW2@state.gov>, 
"Goodman, Mary Beth” <GoodmanMB@state.gov>, 
“Nasr, S Vali RY <NastSVR@state.gov>, 
Feldman, Daniet F” <FeldmanDF@state.gov>, 
‘Singh, Vikram J” <SinghVJ@state.gov>, 
McKean, Margaret BY <MckeanMB@state.gov>, 
“Mills, Cheryt D” <MillsCD@state.gov>, 
"Sullivan, Jacob J" <Sublivanl1@state.gov>, 
“Rubin, Barnett R <RubinBR@state.gov>, 
Bommer, Ashley F” <BommerAF@state.gov>, 
“Misko, Sean A” <MiskoSA@state.gov> 


PR_RIM_INTERNET_MESSAGE_{0: <D63C891.A6D16D145AB0A41 BFC57FC4B G0ES3S63F @sessmi36u.ses. stata, sbu> 

PR_RIM_PAGER_TX_FLAG: true 

PR_RIM_MSG_FOLDER 1D: 3 . 
PR_RIM_DELETED_BY_DEVICE: true 

R_RIM_MESSAGE_SUBMISSIDN_{0: 633D556998613D20987030474FS62B404FS29R6C2D5345535340403305552090393 130303430323438303 15A2D3535373130 
PR_RIM_MSG_REF_ID: -1822061782 

PR_RIM_MSG_STATUS: 1 


HRC-2133 
file://E:/AF%20PAK%20Memo%20Emails/Draft%20Document™%20(JS%200penNet%20..._ 1/15/2016 


FW: draft Page 2 of 2 


PR_RIM_MSG_ON_DEVICE_3_8: us 


HRC-2134 
file:///E:/AF%20PAK%20Memo%20Emails/Draft%20Document™%20(JS%200penNet%20... 1/15/2016 


FW: draft Page | of 2 


From: Feldman, Daniel F’ <SBUSTATE/SES/RECIPIENTS/FELDMANDF> 
Sent: 10472009 12:03:08 PM +00:00 
Te: “Jones, Paul W" <JonosPW2@state.gov>; "Goodman, Mary Beth" <GoodmanMB@state.gov>; "Nasr, § Vali R" <NasrSVR@stale.gov>; "Singh, Vikram J” 


<Singh J@state.gov>, "McKean, Margaret 8" <MckeanMB@state. gov; ‘Mills, Cheryi D" <MilsCD@state.gov>; "Sullivan, Jacob J* 
<SulivenJJ@state.gov>: “Rubin, Bamett R" <RubinBR@state.gov>; "Bormmer, Ashley F* <BommerAF @state.gov>; "Misko, Sean A” 
<MiskoSA@state.gov> 


ce: “Campbell, Piper” <CampbellP @state.gov>; "Chollet, Derek H” <CholtelDH@state, gov> 


Lt not aura wo now has 
EERE H 


All = Koving now sean the style and substance of the rest of the paper, I've attached the following 
the pon on tha ovarall paper (Derek? Jake?), but whomever does, feel free to cont} 
ACH thought wos kay 53 possibie. 


Let me know what else you may need from me. I'm out of pocket from roughly 8:30-10:30 this am, but otherwise avaliable throughout the day, 


Ban 


From: Campbell, Piper 

‘Sent: Saturday, October 03, 2009 10:48 PM 

To: Chollet, Derek H 

Ce: Jones, Paul W; Goodman, Mary Beth; Nasr, S Vali R; Feldman, Daniel F; Singh, Vikram J; McKean, Margaret B; Mills, Cheryi D; Sullivan, Jacob J; Rubin, Barnett R; Bommer, Ashley F; 
Misko, Sean A 

Subject: FW: draft 


Darek = Tracked changas, both substantive and’ trying to help you start to clean It up. I can Imagine you are bleary eyed! Impressive effort from tha team. t note 
that ! won't be able to got Jack's (nput until tomorrow so my input should not be construed as clearing... but I also don’t think we're at theprocesa” paint yat and 
rather this ts a collaboration, - pe 


From: Chollet, Derek H 

Sent: Saturday, October 03, 2009 9:36 PM 

To: Jones, Paul W; Feldman, Daniel F; Singh, Vikram J; Bommer, Ashley F; Goodman, Mary Beth; Misko, Sean A; McKean, Margaret B; Nasr, § Vali R; Rubin, Barnett R 
Ce: Mills, Chery! D; Sullivan, Jacab J; Campbell, Pipér 


Subject: draft b5 per NSC 


Thanks, Derek 


DEREK CHOLLET 
Principal Deputy Director, 
Policy Planning Staff 

U.S. Department of State 
2201 C Street, NW Room 7311 
Washington, DC 20520 
202-647-2372 
challetdn@state.gov 


PR_RIM_INTERNET_MESSAGE_ID: <24BE1118E6623A4497002320080C26B502B1 4A44@sessmisu ses. state. sbu> 


: HRC-2148 
file://E:/AF%20PAK%20Memo%20Emails/Draft%20Document%20(CM%200penNet%... 1/15/2016 


FW: draft Page 2 of 2 


PR_RIM_MSG_STATUS: 1 


PR_RIM_MSG_ON_DEVICE_3 6: true 

PR_RIM_MSG_REF.|0: -1162025560 

PR_RIM_MSG.FOLDER.ID: 40 

PR_RIM_DELETED_BY_DEVICE: true 

PR_RIM_PAGER_TX_FLAG: true 

PR_RIM_MESSAGE_SUBMISSION_1D: (633055529861 2020287030474F5628444F 533B6C.3053455352404C 3935552030903 1 3090:2441 32303320385A203420323635 


HRC-2149 
file:///E:/AF%20PAK%20Memo%20Emails/Draft%20Document%20(CM%200penNet%... 1/15/2016 


RE: draft Page | of 1 


From: ‘Rubin, Bamett R" <SSUSTATE/SES/RECIPIENTS/RUBINGR> 
Sent: 1044/2009 9:11:21 PM +00:00 : 
To: ‘Chollet, Derek H" <CholletDH@state.gov>; "Jones, Paul W' <JonesPW2@state.gov>; “Feldman, Daniel F” <FeldmanDF @state.gov>, "Singh, Vikrarn J” 


<SinghVJ@state.gov>; "Bommer, Ashley F* <BornmerAF state.gov», "Goodman, Mary Beth” <GoodmanMB@state gov>, "Misko, Sean A” 
<MiskoSA@state.gov>; "McKean, Margaret 8° <MckeanMB@state.gov>: "Nasr, § Vali R’ <NasrSVR@stato.gov> 


ce: “Mills, Cheryl D” <MilsCD@state.gov>; "Sullivan, Jacob J" <SulivendJ@state.gov>: "Campbell, Piper’ <CampbellP @state.gov> 
Subject: RE: draft 
‘Attachments: Pak memo for PC 10_08 BRR comments docx 


b5 per DOS 


From: Chollet, Derek H 

‘Sent: Saturday, Detober 03, 2009 9:36 PM 

To: Jones, Paul W; Feldman, Daniel F; Singh, Vikram J; Bommer, Ashley F; Goodman, Mary Beth; Misko, Sean A; McKean, Margaret B; Nasr, $ Vali R; Rubin, Barnett R 

Cc: Mis, Cheryl D; Sullivan, Jacob 3; Carnpbell, inet 

‘Subject: draft b5 per DOS 


Ali — here is the draft of the Pakistan paper 


Please take a close look fo see that no critical information or argumentation is missing, and obviously we'll be continuing fo rewark this tomorrow. 


Thanks, Derek 


DEREK CHOLLET 
Principal Deputy Director, 
Policy Planning Staff 

U.S. Department of State 
2201 C Street, NW Room 7311 
Washington, DC 20520 
202-647-2372 


cholletdh@state.gov 
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Kennedy, Patrick F 


From: Kennedy, Patrick F 

Sent: Sunday, October 18, 2015 4:30 PM 
To: Kennedy, Patrick F 

Subject: FW: Agrement for Egypt 


From: Kennedy, Patrick F 

Sent: Friday, July 27, 2012 10:53 AM 
To: ‘H’ 

Cc: Mills, Cheryl 0; Burns, William J 
Subject: RE: Agrement for Egypt 


Madame Secretary 


Have spoken to both NEA [Beth Jones] and Protoco! 


Will have confirmation later wos 
‘ b5 per DOS 


Regards 


pat 


From: H [mailto:HDR22 @clintonemail.com] 
Sent: Friday, July 27, 2012 3:06 AM 

To: Burns, William J; Kennedy, Patrick F 

Cc: Mills, Cheryl D 

Subject: Agrement for Egypt 


FM Amr asked me again about agrement for their new Ambo. Wants to have him in place by September. He also told me 
in Cairo that he knew the rnan well and he was the best we could expect. 


What's the status? 
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Kennedy, Patrick F 


From: Kennedy, Patrick F 

Sent: Friday, October 09, 2015 11:31 AM 
To: Kennedy, Patrick F 

Subject: FW: Agrement for Egypt 


From: H [mailto:HDR22 @clintonemail.com] 
Sent: Friday, July 27, 2012 11:30 AM 

To: Kennedy, Patrick F 

Ce: Mills, Chery! D; Burns, William J 
Subject: Re: Agrement for Egypt 


Thanks. 


sees Originai Message a 

From: Kennedy, Patrick F [mailto:KennedyPF@state. gov] 

Sent: Friday, July 27, 2012 10:59 AM 

To: H 

Cc: Mills, Cheryl D <MillsCD@state.gov>; Burns, William J <BurnsWJ@state.gov> 
Subject: RE: Agrement for Egypt" 


Madame Secretary 


Have spoken to both NEA [Beth Jones] and Protocol 


Will have confirmation later wif b5 per DOS 


Regards 


pat 


From: H [mailto:HDR22@clintonemail.com] 
Sent: Friday, July 27, 2012 8:06 AM 

To: Burns, William J; Kennedy, Patrick F 

Cc: Mills, Cheryl D 

Subject: Agrement for Egypt 


FM Amr asked me again about agrement for their new Ambo. Wants to have him in place by September. He also told me 
in Cairo that he knew the man well and he was the best we could expect. 


What's the status? 
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Clinton email 
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Wendy R. Sherman — I CD labeled Unclassified and titled “Sherman WR — Clinton Email PST” 


Patrick F. Kennedy — 1 CD labeled Unclassified and titled “U/S P. Kennedy PST.” 


Cope isn0is en CDs were removed from their corresponding 1A envelopes by sq | 


m 1/15/2016 and submitted to Evidence for further analytical processing/review. 
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Lakhdhir, Kamala S$ 


From: Sherman, Wendy R 

Sent: Sunday, October 30, 2011 2:50 PM 
To: Burns, William J 

Subject: Re: UNESCO 


Great you are back. Your note to Secretary on target for both opportunities and challenges with elections, successions 


and 100th birthdays. Enjoy the rest of your Sunday and do indeed look forward to catching up. 


oa Original Message ----- 

From: Burns, William J 

Sent: Sunday, October 30, 2011 02:43 PM 
To: Sherman, Wendy R 

Subject: Re: UNESCO 


Many thanks for all your effort on this. It seems thankless -- but | admire how you've handled it. 


Look forward to getting caught up. 
Enjoy Sunday. 
Bill 


— Original Message ----- 

From: Sherman, Wendy R 

Sent: Sunday, October 30, 2011 02:06 PM 

To: 'HDR22 @clintonemail.com' <HDR22 @clintonemail.com> 

Cc: Mills, Cheryl D; Sullivan, Jacob J; Nides, Thomas R; Burns, William J 
Subject: UNESCO 


Madam Secretary, 


As per our discussion Friday, conversations with Palestinian FM took place in Paris both yesterday and today, ending \f 
it iti i ‘ 


The Explanation of Vot 


bl per DOS 
b5 per DOS 


Media response 


has done a terrific job in a very difficult circumstance. All of the proceedings were coordinated with 


including Amb. Rice. 


Wendy 


in 10/30/2025 


lassified by DAS, A/GIS, DoS on 12/31/2014 - Class: 
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Lakhdhir, Kamala S 


From: Burns, William J 

Sent: Sunday, October 30, 2011 2:44 PM 
To: Sherman, Wendy R 

Subject: Re: UNESCO 


Many thanks for all your effort on this. It seems thankless -- but | admire how you've handled it. 
Look forward to getting caught up. 

Enjoy Sunday. 

Bill 


—— Original Message ----- 

From: Sherman, Wendy R 

Sent: Sunday, October 30, 2011 02:06 PM 

To: "HDR22 @clintonemail.com' <HDR22@clintonemail.com> 

Ce: Mills, Cheryl D; Sullivan, Jacob J; Nides, Thomas R; Burns, William J 
Subject: UNESCO 


bl per DOS 
Madam Secretary, bS per DOS 


As per our discussion Friday, conversations with Palestinian FM took place in Paris both yesterday and today, ending ‘. 
with no positive resolution. ma 


ill occur primarily from Washington tomorrow. 


has done a terrific job in a very difficult circumstance. All of the proceedings were coordinated with i 
including Amb. Rice. 


CONFIDENTIAL - Reason: 1.4(B). 1.4(D} - Declassify 
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SUBJECT: Federal Bureau of Investigation Request for Production of Records 
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YJ Please be advised, the losing LHM for this investigation was provided to DOS Detailee to FBI WFO J. William Stowell 
on 4/10/2010. 


HRC- 7623 


1.4 (0) 
CECLASSIFY ON: 12-31-2035 
DATE: 12-15-2018 ---- Working Copy ---- Page 1 


b6 
EC BY: NSICG | b7¢c 
xe 


_SHeRET/NOFORN- 
935 Pennsylvania Avenue 
Washington, D.C. 


bl 
b3 
DIE 
BY LIAISON 
Ng 
Date: March 19, 2010 a 
To: Mr. John Dion 
Chief, Counterespionage Section 
U.S. Department of Justice 
From: Robert Anderson, Jr. 
Section Chief 
Counterespionage Section 
Counterintelligence Division 
Subject: 
bl 
b3 
.b6 
b7C 
bIE 
- bé 
(U) Your questions be directed pyc 
isor ecial Agent bIE 


b6 
bIC 


i De i on: 2035 


HRC-7624 


ALL FBI INECRMATION conrarneD P® 
HEREIN IS UNCLASSIFIED 7 


CO Cc DATE 12-19-2014 ey[_sics 


' 
' 
i} 
| 25 
FD. 1.93 b3 
340 (Rev. 4-4 LoE 
File Numbe -PRESFRO 


iar 


Field Office Acquiring Evidence _V 


Date Received | |- {T- Bone 


a 
| 

Serial # of Originating Document + 3 4 
\ 
\ 
7 
\ 


From atte d Bet t 4 i 
| (Name of Contributov/interviewee) 
Beene MRE Siete ay 
address) 
‘ 4 


(City and State) 
i 


“4 b6 

By g i b7C 
7 

To Be Retumed [] Yes RYNo 

Receipt Given [J Yes Ly} No 

Grand Jury Material - Disseminate Only Pursuant to Rule 6 (¢} 


- Federal Rules of Criminal Procedure ' 


1 
O Yes i No 
Federal Taxpayer Information (FT) 1 
O Yes &DNo 


fo ~ . 
Reference: Pun ee Sheu fm th!” Resprnse’ + Production 
{Communication Enclosing Material} Re. es F 


\ 
Description: a) Original notes re interview of 


Dana Sey smith - Respinsse + foducirom Regesest 


: HRC-7745 


Date: 


UNCLASSIFIED 


TO: Diplomatic Security Executive Assistant js 


Nano Shell Smet (print name) 


FROM: 


i 


ALL FBI INFORMATION CONTAINED b6 
HEREIN IS UNCLASSIFIED BIC 


DATE 12-19-2016 cS | NSICG 


1% [aay 


bé6 per DOS 
b7C per DOS 
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certify that I have searched my stored 


communications, records, and other evidence in my possession regarding the 
domain account @clintonemail.com from my unclassified e-mail account for the 
time period specified in the September 22, 2015 FBI Production Request. I certify 
that upon completing my search, I did not find any recérds regarding the domain 
account @clintonemail.com for the specified time period. 


(Signature) 
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Ce: 

Subject: FW: Certification of Records Review - from Ambassador Dana Shell Smith 
Attachments: Document.pdf 

SBU 


This email is UNCLASSIFIED. 


From: 

Sent: r 17, 2015 8:53 AM 
To} : 

Ce: 

Subject: FW: Certification of Records Review - from Ambassador Dana Shell Smith 


b6 per DOS 


To pass to FB) 


Executive Assistant 

Bureau of Diplomatic Security 
Office of the Assistant Secreta 
Tel; 
Email; 
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SBU 
This email is UNCLASSIFIED. 


From: Owens, Nicole I 

Sent: Tuesday, November 17, 2015 8:06 AM b6 per DOS 

To: 

Subject: Certification of Records Review - from Ambassador Dana Shell Smith 


Attached please find the signed Certification of Records Review from Ambassador Dana Shell Smith. 
Thank you. 


Nicole 


Nicole Owens 
COM OMS 
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1,_. James Millar, cenity that { have searched my stored 
communications, records, and other evidence in my possession regarding the 
domain account @clintonemail.com from my unclassified e-mail account for the: 
time period specified in the September 22, 2015 FBI Production Request. 1 certify 
that upon completing my search, | did not find any records regarding the domain 
account @clintonemail.com for the specified time period. 
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that upon completing my search, I did not find any records regarding the domain 
account @clintonemail.com for the specified time period. 
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nm EL TN RT ST EE 


RELEASE iN FULL) 
from: Abedin, Huma <AbedinH@state.gov> 
Sent: Saturday, August 22, 2009 9:59 AM 
To: H 
Subject: Steinmeier 


As mentioned yesterday, fm steinmeier asked to speak with you. He said:he's available to speak today either between 
11:30 and 12:30 or-4-Spm. Betow ts purpose of call. Also sending you separate news story. 


Purpose of Call: FM Steinmeier has asked to speak with you ta request your intervention in the deal to sell SS percent of 
General Motors’ (GM) holdings in the troubled German car-maker, Opel. 


We understand the significance of this issue for German industry and German workers. Treasury is the lead agency 
on this issue, and has been in close contact with your Chancellery and the Ministry of the Economy. 


Our government Is taking a-“hands off’ role. Any decision will be made independently by GM, based on commercial 


considerations. The United States government does not play an active role nor do we have a position on any particular 
bid. 


Background: An independent trust comprised of representatives of GM and the German government has been weighing 
bids from several Interested parties on a controlling interest in GM’s holdings in Opef. The German government has 
come out strongly in favor of a bid by Canadian Auto Parts Manufacturer Magna and has financing contingent on 
acceptance of Magna’s bid. GM has concerns about this offer. Steinmeier was an early supporter of Magna’s bid and 
came out early in the media to show leadership in protecting German jobs. Chancellor Merkel has since co-opted the 
issue and has thrown the ful! weight of the German government behind Magna. in May, Steinmeier spoke to you by 
phone about possible U.S. support for GM and the repercussions for Opel: 
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The Secretary’s Call Sheet for 
U.K. Foreign Secretary William Hague 
Sunday, June 20, 2010 
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C18.6 DePattihent of State Case No. F-2010-03274 Date: 05/01/2012 


‘ CONF b5 per DOS 


Background: The European Council issued a declaration on June 17 announcing 
the EU’s intent to adopt strong measures against Iran’s trade, financial, banking 
and insurance, transport, and oil and gas sectors, in addition to new visa bans and 
asset freezes. There remains consensus that specific EU sanctions will be finalized 
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in the coming weeks and formally adopted at the next Foreign Affairs Council on 
July 26. 


Hague will make his first visit to Pakistan as Foreign Secretary June 23-25 for 
meetings with President Zardari, PM Gilani, FM Qureshi, General Kayani, Interior 
Minister Malik, and opposition leader Nawaz Sharif. The visit will focus on 
enhancing the: UK-Pakistan Strategic Dialogue, Afghanistan issues, and fulfilling 
assistance pledges. 


The U.S.-UK Detense Trade Cooperation Tréatyj remains a major priority for the 
new British government, and Hague sent you a lettef on June 16 expressing his 

" hope that progress towards ratification might be achieved prior to PM Cameron’s 
July 20 visit to Washington. We are working with the Departments of Defense and 
Justice to-address one final issue of concern involving ATF and the import of 
firearms and. explosives. 


Some British media have speculated intensely on perceived “anti-British” 
sentiments in the comments of Administration officials in the aftermath of the Gulf 
of Mexico oil spill. BP is the most widely held stock in British pension plans, and 
the stock’s recent decline has exacerbated the public outcry. In fact, while 40 
percent of the stock is held by British shareholders, 39 percent is held by 
‘Americans. President Obama met with BP executives, including Chairman Carl- 
Henric Svanberg, on June 16. After the spill, the UK informed us of the 
availability of over 600 tons of chemical dispersant. However, only 50 tons met 
EPA requirements, and their supplies have not been needed to date. 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


December 4, 2015 


Gregory B. Starr 

Assistant Secretary, Bureau of Diplomatic Security 
U.S, Department of State 

2201 C Street, NW 

Washington, D.C. 20520 


Re: Request for Production of ClassNet and JWICS Email Records 


Dear Assistant Secretary Starr: 


This request supplements previous request sent to the U.S. Department of State (DoS) 
relative to the preservation and production of records associated with @clintonemail.com. 


In furtherance of our examination of this matter, the FBI respectfully requests the 
production of alt ClassNet and JWICS email messages sent to, or from, the following individuals 
for the period of January 21, 2009 to February 1, 2013: 


Hillary Clinton 
Jake Sullivan 
Chery! Mills 
Huma Abedin 
Philippe Reines 


weno 


In the event that any of the above referenced individuals did not have a ClassNet or 
JWICS email account during the referenced time period, or that such records cannot be produced 
for technical or other means, it is requested that your response details such. It is further 
requested that these records be provided to the FBI within thirty (30) days from the receipt of 
this request. 


You are requested not to disclose the existence of this request to individuals other than to 
those necessary 10 comply with this request, as the FBI's interest in this matter may otherwise be 
jeopardized. 


bé 
b7c 
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If you have any questions regarding this request, please direct all inquiries 1o Special 
Agen Juho can be reached a b6 


b7c 


Assistant Spteial Agent in Charge 


Washington Field Office 
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U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


December 11, 2015 


Gregory B. Starr 
Assistant Secretary, Bureau of Diplomatic Security” 
U.S. Department of State 
2201 C Street, NW 
* Washington, D.C. 20520 


Re: Request for the Preservation and Production of OpenNet, ClassNet and 
JWICS Email Records for Burton M. Field 


Dear Assistant Secretary Starr: 


This request supplements previous requests sent to the U.S. Department of State (DoS) 
relative to the preservation and production of records associated with @clintonemail.com. 


In furtherance of our examination of this matter, the FBI respectfully requests the 
preservation of all OpenNet, ClassNet and JWICS email messages sent to, or from, Burton M. 
Field for the period of January 21, 2009 to February 1, 2013. 


It is further requested that all OpenNet, ClassNet and JWICS email messages sent to, or 
from, Burton M. Field for the period of September 21, 2009 to October 19, 2009 be provided to 
the FBI within thirty (30) days from the receipt of this request. 


You are requested not to disclose the existence of this request to individuals other than to 
those necessary to comply with this request. as the FBI's interest in this matter may otherwise be 


jeopardized. If you have any questions regarding this irect all inquiries to 
Special Agen pho can be reached at b6 


b7C 


Peter P. Strzq ) 
Assistant Special Agent in Charge 
Washington Field Office 
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U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


December 15, 2015 


Gregory B. Starr 

Assistant Secretary, Bureau of Diplomatic Security 
U.S. Department of State 

2201 C Street, NW 

Washington, D.C. 20520 


Re: — Request for the Production of OpenNet, ClassNet and Email Records for 
Thomas Lawrence 


Dear Assistant Secretary Starr: 


This request supplements previous requests sent to the U.S. Department of State relative 
to the preservation and production of records associated with @clintonemail.com. 


In furtherance of our examination of this matter, the FBI respectfully requests the 
production of all OpenNet, ClassNet and JWICS email messages sent to, or from, Thomas 
Lawrence, for the period of January 21, 2009 to February !, 2013, which are relevant to the setup, 
operation or maintenance of former Secretary Clinton’s private email server. These records 
should be provided to the FBI within thirty (30) days from the receipt of this request. 


You are requested not to disclose the existence of this request to individuals other than to 
those necessary to comply with this request, as the FBI's interest in this matter may otherwise be 


jeopardized. If you have any questions regarding this request. irect all inquiries to 
- Special Agen] pho can be reached a! 


Assistant Speciat‘Agent in Charge 
Washington Field Office 
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: CATE 12-21-2016 syf_ssszce: pyc 
UNCLASSIFIED/ /Foue 
U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C, 20535-0001 
Date: January, 28, 2016 
To: Gregory B. Starr 
Assistant Secretary . 
Bureau of Diplomatic Security. , 
From: Peter P. Strzok 
Section. Chief 
Counterespionage Section 
Subject: Request for Records 
On July 6, 2015, the FBI, received a Section 811{(c) Referral from 
the Inspector General of the’ Intelligence Community regarding. a 
‘potential compromisé of classified information, b3 per CIA 


1_the - 


Pursuant .to this refer 


: the Office of the Director .of National Intelligence (ODNI 
National Security Council (NSC) 


in, or around, October of 2009. 


The. assessment ‘was provided to 


), the 


We .request this search be conducted without undue delay: and 
within 30-days of receipt of this letter. Should responsive records 
be obtained, the FBI requests ‘that an. electronic copy be provided. 


You are requested not ‘to disclose the existence of this inguiry, 


other than as -necessary for compliance, insofar as: doing 
jeopardize the confidential nature of this matter. 


UNCLASSIFIED/ /#eU0- 


This document contains neither recommendations nér, conclusions of’ the. FBI. 


so. may 


It is 


the property of the’ FBI and is loaned to: your agency; it and it’s: contents are not 


to be distributed outside your’ agency. 


HRC-7897 


UNCLASSIFIED/ PeUe- 


If. you have any questions regarding this requ jrect 
all inquiries to. Special Agent at a 


Section Chief 
Counterespionage’ Section 


oe 


UNCLASSIFIED/ AFovo— 


This document contains neither recommendations nor conclusions of the FBI. .It is 
the property of the FBI and is. loaned to-your agency; it. and its contents are not 
to be distributed outside your agency. 
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DEPARTMENT OF STATE 
EXECUTIVE SECRETARIAT 


Operations Center 


WATCH LOG 
Friday, June 17, 2011 
Shift TI 
bé per DOS 
Senior Watch Officers 
Watch Officer : 
Emergency Action Officers : 
Editors : 
Operations Specialist 
DS Representative 
INR Officer 
Military Advisor 
Time Ttem 
0730 Assumed the Watch. 
0733 The Secretary, in New York, telephoned the Watch with a question. 
0736 Further to Item 0733, the Watch patched the Secretary to Georgian 
President Saakashvili. 
0754 The Secretary telephoned the Watch with a request. 
0755 The Watch patched Ms. L. Kenna, NSS, to Chargé S. Williams, 
Embassy Manama. 
0759 Further to Item 0754, the Secretary telephoned the Watch with a 
question. 
NS iT, ‘Ss 
DECL? 041 
Biss by: Joseph E. McManus, Executive Secretary, SIES, DoS on 6-17-2011 — 
lass. 
ECRET -- Reason 1.4(Cc). 1.4(D) -- Declassify on: 6/17/2041 


, HRC-7911 


SE! fODIS 


DATE: June 17, 2011 
SHIFT: IL 


WATCH LOG CONTINUATION SHEET 


Time Item 

0800 At the request of Ms. L. Lucas, S; and with the concurrence of Ms. 
R. Bitter, S/ES; the Watch sent a document via facsimile to the 
Secretary in New York. 

0802 The Watch patched Ms. M. Sison, HR, to Ambassador M. Scobey, 
Embassy Cairo. 

0802 The Watch patched the Secretary to’ Russian Foreign Minister 
Lavrov, in St. Petersburg. 

0805 The Watch patched Deputy Secretary Poneman, Department of 
Energy, to Ambassador J. Smith, Embassy Riyadh. 

0816 The Watch patched Mr. D. Russel, NSS, to Ambassador J. Roos, 
Embassy Tokyo. 

0822 The Watch attempted to patch Special Envoy for Somalia J. Yates, 
in Washington, to Ms. C. Sim, Embassy Nairobi, who was 
unavailable. 

0833 The Watch patched Ms. A. Wells, S, to Me. H. Abedin, S, in New 
York. 

0837 The Watch patched the Secretary to Sudanese First Vice President 

0840 ExecSec Mull telephoned the Watch with a question. : 

0848 The Secretary telephoned the Watch with a request. 

0851 The Watch attempted to patch Assistant Secretary K. Campbell, 
EAP, to Deputy Secretary Steinberg, who was unavailable. 

0900 At the request of Ms. L. Lucas, 8; and with the concurrence of Ms. 


R. Bitter, S/ES; the Watch sent a document via secure facsimile to 
the Secretary in New York. 


TAHODIS 
DECI? 041 


HRC-7912 


SEC) ES 


DATE: June 17,2011 
SHIFT: I 
WATCH LOG CONTINUATION SHEET 


Time Item 


0906 Further to Item 0822, the Watch patched Ms. Sim to Special Envoy 
Yates. 


0920 Further to Item 0848, the Watch attempted to patch Director J. 
Sullivan, S/P, to the Secretary who was unavailable. 


0924 Further to Item 0920, the Secretary telephoned the Watch with a 
request. 


0926 Further to Item 0924, the Watch patched Director Sullivan to the 
Secretary. 


0952 The Watch patched Deputy Secretary Nides to Senator R. Blunt (R- 
MO). 


0955 Representative to the Libyan National Council J. Stevens 
telephoned the Watch with a request. 


0958 Special Envoy for Sudan P. Lyman telephoned the Watch for a 
briefing. 


1001 The Watch attempted to patch Assistant Secretary M. Posner, DRL, 
in New York, to Assistant Secretary J. Feltman, NEA, who was 
unavailable. . 


1009 Further to Item 0955, Special Envoy Stevens telephoned the Watch 
with a request. 


1014 Further to Item 1001, the Watch patched A/S Feltman to A/S 
Posner. 


1015 Spokesperson V. Nuland, PA, telephoned the Watch for a briefing. 


1038 At the request of Mr. K. Moy, S/ES, the Watch convened a 
conference call, including: Ms. Abedin; Ms. J. Reynoso, WHA; Mr. 
J. Gonzalez, WHA; Ms. C. Adler, PA; Mr. C. Button, S/P; and Ms. L. 
Valmoro, S; and Mr. Moy. 


T/HODIS 
DECL 


HRC-7913 


“EC 


DATE: June 17, 2611 


SHIFT: if 
WATCH LOG CONTINUATION SHEET 

Time Item 

1040 The Watch telephoned Chargé R. Whitehead, Embassy Khartoum, 
with a request. 

1054 Further to Item 0848, the Watch patched the Secretary to 
Counselor Mills. 

1105 The Watch patched Under Secretary Kennedy, M, to Ambassador 
D: Thorne, Embassy Rome. 

1140 The Watch attempted to patch Counselor Mills to Ms. Valmoro, who 
was unavailable. 

1158. The Watch attempted to patch Representative J. Costa (D-CA) to 
Ambassador E. Kounalakis, Embassy Budapest, who was 
unavailable. 

1206 The Watch telephoned Ambassador J. Beyrle, Embassy Moscow, 
with a message. 

1209 The Watch attempted to patch Ms. Valmoro to Counselor Mille, who 
was unavailable. 

1224 The Secretary telephoned the Watch with a request. 

1226 Further to Item 1224, the Watch patched the Secretary to Deputy 
Secretary Steinberg. 

1227 The Watch patched the ExecSec to Mr. S. Browning, DGHR, 

1230 The Watch telephoned Chargé K. Logsdon, Embassy Tbilisi, with a 
briefing. 

1242 The Watch patched Ambassador C. Munter, Embassy Islamabad, to 

‘ Mr. M. Pekala, HR. 
1247 The Watch patched the Secretary to National Security Advisor T. 


Donilon, on a secure line. 


T, IS 
DECL6/ 
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DATE: June 17, 2011 
. SHIFT: H 
WATCH LOG CONTINUATION SHEET 


Time Item 


1259 The Watch telephoned Chargé Whitehead with a briefing. 


1305 The Watch patched Special Envoy Lyman to Sudanese Deputy 
: Governor of Southern Kordofan Al Hilu. 


1312 The Watch attempted to patch Nigerian Ambassador to the United 
States Adefuye to Assistant Secretary J. Carson, AF, who was 
unavailable. 


1324 Ambassador R. Likins, in Embassy Lima, telephoned the Watch for 
a briefing. 


1825 The Watch patched Under Secretary McHale, R, to Ms. S. Kaiser, 
Embassy London. 


1330 The Watch patched Mr. K. Wycoff, AF, to Special Envoy Yates. 


1331 The Watch patched the Secretary to Turkish Foreign Minister 
Davutoglu. 


1422 The Watch patched former National Security Advisor J. Jones to 
Ambassador K. Eikenberry, Embassy Kabul. 


bl per DOS 


1450 The Secretary telephoned the Watch with a request. bé per DOS 


1454 Further to Item 1450, the Watch patched Director Sullivan to the 


1504 Further to Item 1312, the Watch attempted to patch Ambassador 
Adefuye to A/S Carson, who was unavailable. 


8 7 DIS 
DECL; 041 


HRC-7915 


SEC 1S. 


DATE: June 17, 2011 
SHIFT: I 
WATCH LOG CONTINUATION SHEET 


Time Item 


161l The Secretary telephoned the Watch with a request. 


1528 Relinquished t! 


Approved by: 
Senior Watch Officers 


Dist: S S/ES S/ES-O S/ES-IRM S/ES-EX INR 


b6 per DOS 
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b6 per DOS 


From: vy ora) 

Sent: Friday, June 17, 2011 7:23 PM 

To: SES-O_LogExplanations 

Subject: Watch Log Explanations 6/1 nyfenener S rh 
Ambassador Mull, DECLASSIFIED AND DECAPTIONED 


The Watch connected the Secretary with Georgian President Saakashvili, Russian Foreign 
Minister Lavrov, Sudanese First Vice President Kiir, and Turkish Foreign Minister 
Davutoglu. The Watch also connected the Secretary with Director Sullivan, Counselor Mills, 
National Security Advisor Donilon, and Deputy Secretary Steinberg. The Watched patched 
Deputy Secretary Nides to Senator Roy Blunt (R-MO). We did not patch any calls for Under 
Secretary Burns. 


Of note, Representative Jim Costa (D-CA) spoke with Ambassador E. Kounalakis, Embassy 
Budapest, through the Watch. 


We did not issue any alerts. 


Best, 


b6 per DOS 


Senior Watch Officer 
Operations Center (S/ES-O} 
U.S. Department of State 
202-647-1512 


0733 The Secretary, in New York, telephoned the Watch with a question. 
The Secretary called to check on the status of the call with Georgian President 
Saakashvili. The Watch informed her we were still working on contacting the 


President and would call her back at her residence once we had him on'the line. 


0736 Further to Item 0733, the Watch patched the Secretary to Georgian President 
Saakashvili. 
Call Up: 0736 Eastern Time 
Call Down: 0750 Eastern Time 
Duration: 14 minutes <, 
Topic: Georgia/Russia Relations 


0754 The Secretary telephoned the Watch with a request. 


: The Secretary requested the Watch send her a fax. 


. SESRET 
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0755 


0759 


0800 


0802 


0802 


0805 


0816 


0822 


0833 


0837 


0840 


0848 


The Watch patched Ms. L. Kenna, NSS, to Chargé S. Williams, Embassy 
Manama. 


Further to Item 0754, the Secretary telephoned the Watch with a question. 


The Secretary called to check on the status of fax coming to her residence. As 
she was speaking she noticed the fax was arriving and hung up the phone. 


At the request of Ms. L. Lucas, 8; and with the concurrence of Ms. R. Bitter, 
S/ES; the Watch sent a document via facsimile to the Secretary in New York. 


The Watch patched Ms. M. Sison, HR, to Ambassador M. Scobey, Embassy 
Cairo. 


The Watch patched the Secretary to Russian Foreign Minister Lavrov, in St. 
Petersburg. 


Call Up: 0802 Eastern Time 

Call Down: 0828 Eastern Time 

Duration: 26 minutes 

Topic: Developments on Middle East Peace 


The Watch patched Deputy Secretary Poneman, Department of Energy, to 
Ambassador J. Smith, Embassy Riyadh. 


The Watch patched Mr. D. Russel, NSS, to Ambassador J. Roos, Embassy 
Tokyo. 


The Watch attempted to patch Special Envoy for Somalia J. Yates, in 
Washington, to Ms. C. Sim, Embassy Nairobi, who was unavailable. 


The watch sent an email to Ms. C. Sim. 

The Watch patched Ms. A. Wells, S, to Ms. H. Abedin, S, in New York. 
The Watch patched the Secretary to Sudanese First Vice President Kiir. 
Call Up: 0837 Eastern Time 

Call Down: 0847 Eastern Time 

Duration: 10 minutes 

Topic: Sudan 

ExecSec Mull telephoned the Watch with a question. 

The Secretary telephoned the Watch with a request. 


The Secretary requested that the Watch reach out to Director Sullivan and 
Counselor Mills and then be called back at her residence. 


2 S 'F8 


0851 The Watch attempted to patch Assistant Secretary K. Campbell, EAP, to 
Deputy Secretary Steinberg, who was unavailable. 


Deputy Secretary Steinberg was in the senior staff meeting and was 
unavailable. A/S Campbell said he would call for him later. 


0900 At the request of Ms. L. Lucas, §; and with the concurrence of Ms. R. Bitter, 
S/ES; the Watch sent a document via secure facsimile to the Secretary in New 
York. 

0306 Further to Item 0822, the Watch patched Ms. Sim to Special Envoy Yates. 


0920 Further to Item 0848, the Watch attempted to patch Director J. Sullivan, S/P, to 
the Secretary who was unavailable. 


The Watch called the Secretary at her residence who was not available. The 
call was answered by an unidentified person. 


0924 Further to Item 0920, the Secretary telephoned the Watch with a request. 


The Secretary requested that the Watch call Director Sullivan and then call her 
back at the residence. 


0926 Further to Item 0924, the Watch patched Director Sullivan to the Secretary. 
0952 The Watch patched Deputy Secretary Nides to Senator R. Blunt (R-MO). 


0955 Representative to the Libyan National Council J. Stevens telephoned the Watch 
with a request. 


Envoy Stevens asked to be connected to a Libya meet-me call in progress. 
0358 Special Envoy for Sudan P. Lyman telephoned the Watch for a briefing. 


The SWO provided Ambassador Lyman a readout of the Secretary's call with 
Sudanese First Vice President Kiir. 


1001 The Watch attempted to patch Assistant Secretary M. Posner, DRL, in New 
York, to Assistant Secretary J. Feltman, NEA, who was unavailable. 


The Watch left a voicemail message on A/S Feltman’s phone. 


1009 Further to Item 0955, Special Envoy Stevens telephoned the Watch with a 
request. 


Envoy Stevens said he had dropped from the ongoing meet-me call and asked to 
be re-connected. 


1014 Further to Item 1001, the Watch patched A/S Feltman to A/S Posner. 


1015 


1038 


1040 


1054 


1105 


1140 


1158 


1206 


1209 


1224 


Spokesperson V. Nuland, PA, telephoned the Watch for a briefing. 

Amb. Nuland requested a readout of the Saakashvili, Lavrov, and Kiir calls. 

At the request of Mr. K. Moy, S/ES, the Watch convened a conference call, 
including: Ms. Abedin; Ms. J. Reynoso, WHA; Mr. J. Gonzalez, WHA; Ms. C. 
Adler, PA; Mr. C, Button, S/P; and Ms. L. Valmoro, S; and Mr. Moy. 


The Watch telephoned Chargé R. Whitehead, Embassy Khartoum, with a 
request. 


The Watch asked Chargé Whitehead to reach out to Dr. Nafie to set up a call 
with the Secretary. 


Further to Item 0848, the Watch patched the Secretary to Counselor Mills. 


The Watch patched Under Secretary Kennedy, M, to Ambassador D. Thorne, 
Embassy Rome. 


The Watch attempted to patch Counselor Mills to Ms. Valmoro, who was 
unavailable. 


Ms. Valmoro was unavailable on any of her lines. The Watch sent her an email 
alerting her to the call per Counselor Mills' request. 


The Watch attempted to patch Representative J. Costa (D-CA) to Ambassador 
E. Kounalakis, Embassy Budapest, who was unavailable. 


Ambassador Kounalakis was unavailable on any of her 
numbers. Representative Costa asked the Watch to email the Ambassador his 
contact numbers. 


The Watch telephoned Ambassador J. Beyrle, Embassy Moscow, with a 
message. 


The Watch called to offer readouts from the Secretary's calls with Georgian 
President Saakashvilli and Russian FM Lavrov. The Watch sent an email as 
well. 


The Watch attempted to patch Ms. Valmoro to Counselor Mills, who was 
unavailable. 


Counselor Mills was unavailable and asked Ms. Valmoro to call her back after 
lunch. 


The Secretary telephoned the Watch with a request. 


1226 


1227 


1230 


1242 


1247 


1259 


1305 


1312 


1824 


1325 


1330 


1331 


Further to Item 1224, the Watch patched the Secretary to Deputy Secretary 
Steinberg. 


The Watch patched the ExecSec to Mr. 8. Browning, DGHR. 
The Watch telephoned Chargé K. Logsdon, Embassy Tbilisi, with a briefing. 


The Watch provided a readout of the Secretary's cali with President 
Saakashvilli. 


The Watch patched Ambassador C. Munter, Embassy Islamabad, to Mr. M. 
Pekala, HR. 


The Watch patched the Secretary to National Security Advisor T. Donilon, on a 
secure line. 


The Watch telephoned Chargé Whitehead with a briefing. 
The Watch called to provide a readout of the Secretary's call with Sudanese 
First Vice-President Kiir. Charge Whitehead also provided an update on the 


Secretary's call request with Nafie. 


The Watch patched Special Envoy Lyman to Sudanese Deputy Governor of 
Southern Kordofan Al Hilu. 


The Watch attempted to patch Nigerian Ambassador to the United States 
Adefuye to Assistant Secretary J. Carson, AF, who was unavailable. 


The Watch left a message with A/S Carson's office who said he would call back 
through the Watch. 


Ambassador R. Likins, in Embassy Lima, telephoned the Watch for a briefing. 


Ambassador Likins called to receive a readout of the Secretary’s call with 
Georgian President Saakashvili. 


The Watch patched Under Secretary McHale, R, to Ms. S. Kaiser, Embassy 
London. 


The Watch patched Mr. K. Wycoff, AF, to Special Envoy Yates. 
The Watch patched the Secretary to Turkish Foreign Minister Davutoglu. 


Call Up: 1331 Eastern Time 
Call Down: 1357 Eastern Time 


Duration: 26 minutes 
SESRET] 


Topic: Elections/Middle East 


1422 The Watch patched former National Security Advisor J. Jones to Ambassador K. 
Eikenberry, Embassy Kabul. 


1450 The Secretary telephoned the Watch with a request. 
bl per DOS 


The Secretary asked the Watch to connect her to Director Sullivan. 6 Pex POS 


1454 Further to Item 1450, the Watch patched Director Sullivan to the Secretary. 


1504 urther to [tem 1312, the Watch attempted to patch Ambassador Adefuye to 
A/S Carson, who was unavailable. 


The Watch passed the message to the office of A/S Carson and offered Watch 
assistance in connecting this call. 


1511 The Secretary telephoned the Watch with a request. 


The Secretary requested to speak with Senator Ben Cardin (D-MD). The call 
was connected during Shift III. 


RC-79. 


ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASS: 
DATE 12-21-2016 BY 


INSICS 


UNCLASSIFIED/ AFovo- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 4 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Requests a copy of the email that was withheld from the 
February 29, 2016 Freedom of Information Act (FOIA) release because 
it pertained to_an unidentified law enforcement matter. 


{(U/AP6BG} Pursuant to the FBI’s ongoing investigation into the 
potential compromise of classified information, the FBI requests a 
copy of the email that was withheld in full from the February 29, 
2016 FOIA release at the request of a law enforcement agency and a 
brief description of the events that led'to the email being withheld. 


(U/APO80) The email was referenced by Department of State (DoS) 
Spokesman John Kirby during the February 29, 2016 Daily Press 
Briefing. More specifically, per the transcript on the DoS website, 
Mr. Kirby stated “I can confirm that at the request of a law 
enforcement agency, one one-page document is being denied in full 
from our FOIA production this evening. This document is unclassified 
~ unclassified.” 


(U//POUS)_Please dir i ivi i this request to 


cerety 


Counterespionage Section 
UNCLASSIFIED/ Apove-— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


be 
b7¢c 


b6 
bIC 


HRC-8052 


ALL INFORMATION 


DATE 10-19-2017 


HEREIN [5 UNCLASSISLE 


CONTATI 
NED bé 


FD-34G (Rev. 4-15-03) 


Field Office Acquiring Evidence _ Wi! U 


Seria! # of Originating Document a 3 


Date Received 3-21" 20. 


From 


(Name of Coniributor/Interviewee) 


{Address} 


(City and State) 


os 


ToBeRetmed 1 Yes G No 


Receipt Given £3 Yes fa. No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 


O Yes CiNo 
Federal Taxpayer Information (FTI) . 
(3 Yes Eno 


Mepyeam Exe 


Reference: 2 Lites Fore Dos 


(Communication Enclosing Material) 


Description: o Original notes re interview of 


as 


b3 
bIE 


b6 
b7C 


HRC-8053 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSI 
DATE 12-21-2016 3 


oO _. 


From: (WF) (FBI) b6 per DOS, per FBI 
Sent: Monday, March 21, 2016 11:22 AM b7C per DOS, per FBI 
To: 

. {RO) (FBI) 
Subject: RE: Current and upcoming DoS requests 
Attachments: LHMs_for_DoS_ 3-21-2016. pdf 


(attached the LHMs we discussed this morning. Both are included in the one attachment. Thank you for reaching out 
today. Please contact me if you have any additional questions. 


Respectfully, 

— be 
7c 

Si 


EBL masta Field Office 
From[_____“fastate.cov] 


Sent: Monday, March 21, 2016 11:01 AM 


b6 per DOS, per FBI 
b7C per DOS, per FBI 


We did not receive these LHMs on Friday — did the FBI send them over? If so and we missed them please accept our 
apologies, but could you re-send them? 


— 
_ — 


Bureau of Diplomatic Security 
Office of the Assistant Secretary 
state.gov 


b6 per DOS 
bIC per DOS 


This email is UNCLASSIFIED. 


From: 

Sent: Friday, March 18, 2016 11:28 AM b6 per DOS, per FBI 
T b7C per DOS, per FBI 
Ce: Hance, Ruta A. (CD) (FBI} 


Subject: Current and upcoming DoS requests 


; HRC-8054 


How are you doing? 


| will be out of the office this afternoon and next week. While | am gone you can reach out directly toeithe{____Jor 6 
Lp any issues that arise. They are both cc’ed on this email and can be reached at the following phone numbers: BIC 


[ 


Regarding our pending requests, we have two additional LHMs that we will be sending over today. One of the LHMs is 


the unclassified version of the March 8" LHM that you requested. The second is a request for the production of several 
documents that were recently released via 3 party FOIA requests. | have zved[WGI) a heads up on this 


request. 


Additionally, we anticipate submitting another disc of emails for OCA review next week vd The disc 
contains emails from outside sources and we request that it be treated as the top priority, with respect to other OCA 


requests. 


Thank you, 
bé 


b7¢c 
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ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIZIED 
CATE 12-21-2016 By[/_~«NSTCG. 


U.S. Department of Justice 


Federal Bureau of Investigation , 
Washington, D.C. 20535-0001 


Date: 17 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Unclassified supplement to the classifiea@ LHM dated March 8, 
2016 


(U/APeve) This LHM is being provided as an unclassified 
supplement to the classified LHM, dated March 8, 2016 that was sent 
from the FBI to the Department of State (DoS). 


(U/ Heute) The March 8, 2016 LHM requested that DoS conduct a 
classification review and determination of four provided email chains. 
The emails appear to be early drafts of a classified DoS memorandum, 
which was also included in the request for reference purposes. 


(U/APOBG) Please direct all i iri ing this request to 


bTE 


Counterespionage Section 
Oo 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the PBI and is leaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8056 


ALL FBI INFORMATICN CONTAINED 
HEREIN 13 UNCLASSIEIED 


PATE 12-21-2015 “Ces re 


UNCLASSIFIED/ /POBe 


U.S. Department of Justice 


Federal Bureau of investigation 
Washington, D.C. 20535-0001 


Date: 18 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Requests un-redacted copies of emails released through 
recent third party Freedom of Information Act (FOIA) requests. 


(U//Pe8e}+ Pursuant to the FBI’s ongoing investigation into the 
potential compromise of classified information, the FBI requests un- 
redacted copies of the following documents that were recently 
released via third party FOIA requests: 


Case No. Doc No. Date 
© F-2015-05028 C05891070 11/12/2015 
° F-2015-05028 €05891079 21/12/2015 
eo F-2015-05028 C05891089 11/12/2015 
° F-2015-05028 €05891096 11/12/2015 
o F-2015-05028 C05891104 11/12/2015 
© F-2015-05028 €05891105 11/12/2015 
© F-2015-05028 co5891108 11/12/2015 
o F-2015-05028 ° 05891114 11/12/2015 
oe F-2015-05028 C05891116 11/12/2015 
© F-2015-05028 C05838724 02/05/2016 
©o F-2015-05028 C05838713 02/05/2016 
o F-2015-05028 C05838714 02/05/2016 
°° F-2015-05028 05838715 02/05/2016 
°o F-2015-05028 C05838716 02/05/2016 
o F-2015-05028 €05838717 02/05/2016 
UNCLASSIFIED//Pote- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8057 


UNCLASSIFIED/ /Peue- 


(U/ eve} Please direct all inquiri ing this request to be 


b7E 


Counterespidtdge Section 


UNCLASSIFIED/ /Rove- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8058 


DECLASSIFIED BY: NSICe 


OM 10-19-2017 


Le} es 


bic 


f 


FD-340 (Rev, 4-14-03) 


ais | ne oes 


Ficld Office Acquiring Evidence 


Serial # of Originating Document gt 
Date Received Ase Be Pot, i 


From “CPs S 


‘(ame of Contributor/imerviewee) 


(Address) 


‘City and State) 


To Be Retumed [1] Yes 4h No 


ReceiptGiven [1 Yes AY No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 


O Yes JA No 
Federal Taxpayer Information (FTI) 
O Yes "i No \ A S 7 


MEYERS Sta. 


Reference: 


(Communication Enclosing Material} 


Description: i= Original notes re interview of 


~_ OA TIO IDS) at ¢lzzfic 


LEAONSS FROM TDS el fezfig 
~ tt MEVAO 


TTARS é) 


CHO 


HRC-8067 


b3 
b75 


b6 
B7C 


ALL FBI INFORMATION CONTAINED 


HEREIN 15 UNCLASSIFIED 
DATE 12-21-2018 BY 


UNCLASSIFIED//Feue 


U.S. Department of Justice 


Federal Bureau of Investigation ; 
Washington, D.C. 20535-0001 : 


Date: April 18, 2016 


I 
i 
To: Gregory B. Starr 
Assistant Secretary z 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Requests copies of the Tab 1 and Tab 2 that were referenced 
in the March 2009, DS memorandum titled “Use of Blackberries in 
Mahogany Row.” 1 
i 
(U//PO8e) Pursuant to the FBI’s ongoing invéstigation into the 
potential compromise of classified information, the FBI requests a- 
copy of the Tab 1 and Tab 2 that accompanied the March 2009 
Diplomatic Security. (DS) memorandum titled “Use of Blackberries in 
Mahogany. Row.” The FBI also requests any further details regarding 
the “current intelligence” referenced in the first paragraph ot the 
second page of the memorandum. 


(U//#686) Pleasé direct all i ivi ing this request to 


Section 
Counterespionage Section 


UNCLASSIFIED/ /POue- 


This document contains neither recommendations nor conclusions of the FBI, It is 
the property of the FBI and is loaned to your agency; it and its contentsyare not 
to be distributed outside your agency. 


b6 


BIC 
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Tab 3° 


HRC-8080 


Anticle#] 


f » | 

‘ | 

THE NEW YORK TIMES . | 

GADGETWISE : b  B : oe 

Getting Smart About Personal Technology : 
January 29, 2009, 6:46 pm 


Obama’s Phone Security and Yours 
‘By Roy Furchgott 


Now that the president is being allowed to keep his BlackBerry “with restrictions,” you wonder what kinds of 
restrictions? And what exactly are the security threats that led staffers to want to take away BlackBerry One? 


i 
(Credit: Stan Honda/A gence France-Presse —- Getty Images) | 
The answers, from a former White House staffer, are instructive for anyone who wants to protect their paivacy 
when using a smartphone. i 


‘The reason White House staff is so concerned about phone invasions is they are fairly easy to mount. Malware can 
be secreted on a phone through the 3G network, Bluetooth or Wi-Fi, not to mention someone snatching an 
unattended phone and entering something by wire or memory card. i 


There are basically three major threats. One is the phone would be tumed into-a listening device. Another is calls or 
messages could be-intercepted and data stolen. A third is using the phoné’s GPS as a tracking device. All are 
possible. 


So how does the White House dea! with the problem? “We do not permit peopie to take the devices in areas where 

sensitive conversations arc held.” said Joe Hagin who as deptity chief of staff for operations in the Bush White 

House dealt with mobile phone security. He is now on the board of Smobile Systems, a mobile phone security firm. 
I 


White House staffers uren’t allowed to carry the phone when traveling to certain countries. “We had a security 
group make recommendations, based: on things we shouldn’t go into,” he said. The phones not only stayéd behind, 
they were disabled. : 


! 
And at no time is any sensitive information sent by mobile (except on specially approved devices). In the case of 
the president everything is sensitive. “Almost any info on the president is of interest to a lot of people,” Mr. Hagin 
. said. Even something innocuous, like a messaging, “Honey, I'll be working late,” could give someone just a right 
puzzle piece to determine what the president is working on and manipulate the situation for gain. 


The president’s phone is sensitive for another reason; the communications can be politically dangerous. “The 
political issue arises because the favorite game in Washington is gotcha,” said Mr. Hagin. To look at just one 
potential political landmine, imagine if an acquaintance of the president sérids a controversial e-mail to a list of 
people and the president is cc'd on the fist. Now he faces an inquiry (“Did you receive the e-mail?” and “Did you 


repudiate the sender”), and a distracting political battle. i 


: 1 
Any e-mail messages from the phone become part of the official presidential record. Although the record won’t be 


opened until a decade’ or more after the president steps down, Mr. Hagin said, how might hastily thumbed messages 
affect the presidential fegacy? : 


Likely steps to securing the presidential BlackBerry would include installing a personal firewall, a program to Spot 
malware, spam and message blocking, encrypting the data on the phoné, and disabling both Bluetooth and Wi-Fi. 
There would also probably be a program to remotely wipe out data if the phone is stolen. : \ 


All-of those measures are available to consumers in phone security software suites, generally costing less than $50. 


But even more important for the average Joe (or C.E.O.), said Dan Hoffman, chief technotogy officer of|SMobile, 
is to use some common sense. “I've sen people manage their password list on.a plane right in front of me. If you 
make your password 12345, there isn’t a lot anybody.can do 10 protect you.” BACK TO INDEX 


: | HRC-8081 


Tab 4 


HRC-8082 


! 
YOUT Belry: LOOls OF Ine Enemy | Page 1 of s 


Your Vel ang 


Tye Washington Post 
Your Cell and Your Berry: Tools of the Enemy : 


By fer Pincus ! 
Tuesday, March 3.2009: ATI 


In the new electronic information world, your cellphone or BlackBerry can be tagged, tracked, 
monitored and exploited by a foreign intelligence service between the time you disembark from a plane 
in that country's capital and the time you reach the airport taxi stand : 
i 
That is according to Joel F. Brenner, national counterintelligence executive and mission manager for 
counterintetligence for the director of national intelligence f 
' 

; ‘ F : : \ 
Tn a talk on inflormation-sharing [ast Wednesday at a conference sponsored by the Institute for Defense 
and Government Advancement, Brenner described his Job by invoking the image of a hole materializing 
in a security fence. "Our job in part," he said, “is to figure out how it got there, who's been coming 
through it, and what they took when they left.” In addition, he said, his group tries to figure out "how to 
return the favor," meaning how to break into the adversary's networks Hc 
The thrust of his presentation was to alert the audience and the public to the vulnerability of new 
electronic Communications devices and the growth in the number and types of groups exploiting them 


Cellphones, he said, are.great devices for sharing information, “but the mike can be turned ont when you 
think it is off." An iPod's ear buds can be converted to a recording device when not in your ears. Brenner 
described thumb drives-as “the electronic equivalent of unprotected sex" and the biggest source of what 
he calis "ETDs," or electronically transmitted diseases. s } 


Those vulnerabilities are increasingly- exploited in the intelligence world as demand increases for the 
sharing of collected information and the resulting analysis. Brenner noted the countervailing pressures’ 
within the intelligence community and society in general to share intelligence as well as restrict it. The 
“propeller heads” who invent new “cool” ways to transfer information in the intelligence world, Brenner 
said, are similar to those in civilian compantes: They believe in openness, not secrecy, and therein lies 
the problem. 


ee: F E 4 
“We have not paid enough attention to the operational and CT implications of the rapid deployment of 
information systems," Brenner said, using the abbreviation for counterintelligence er Se 


He pointed out that the Sept. 11, 2001, terrorist attacks were arguably the resuit of a failure torrelay 
intelligence where it was most needed within the CIA and FBI. "The next disaster," he said, could “well 
be caused by our relentless push to move information before we understand where it's going, only to 


find later that we moved it right into the lap of a hostile foreign intelligence service or terrorist 
organization,” | i 


that is "our wofkforce's relentless demand for convenience anid its impatience with reasonable|security 


requirements." When the competing demands clash, Brenner said, "convenience witts hands down, every 
time.” 3 i 


http:/Avww.washingtonpost.com/wp-dyn/content/article/2009/03/02/AR200903020285 pf... 3/3/2009 


Aniericans, fie said, are basically “a trusting lot not born with an inclination to protect secrets, { Added to 


HRC-8083 


Your Cell and |Y our Berry: ‘Loo!s of the Enemy 


Fi gures he presented from the Department of Homeland Security showed that uiauthanzed access to 
US. government computers and, more ominously, the introduction of malicious software or viruses are 
both-growing. There were 2,172 known incidents of government computer tampering iit 2006, compared 
with 3,928 in 2007 and 5,499 last year. : f : i 


{ 
In the civilian world, Brenner said, hacking into Web sites has gone from a prank to a highly profitable 
business. "Cybercrime is now a mature business model, with a well-developed secondary market for 
electronic burglar’s tools and stolen information," he said. There has been a change in what is being 
stolen, he added, bécause the market for illegally obtained personal data, such as credit card and Social 
Security numbers, has become saturated. The new target for crimitial hackers is corporate intellectual 
data . 
The only answer for electronic systems protection, Brenner said, is training and earning the loyalty of 
employees — who could enable security breaches -- whether in government or the private sector. He told 
of an appearance last year before a Silicon Vailey audience that he thought wanted him to describe some 
single system to eliminate the.vulnerabilities of electronic systems. : 1 


The answer he gave them: "There is no black box, real or imagined, that.can make this probleia go 
away." 


. a } 
National security and intelligence reporter Walter Pincus pores over the speeches, reports, frauscripts 
and other documents that flood Washington and every week.uncovers the fine print that rarely: makes 
headlines -- but should. Ifvou have any items that fit the bill, please send them to i 
* F 


1 
: 

‘You must be logged in (o leave a comment. { ‘ 
2 ! 

f 
i 
i 
t 
H 
j 
i 
\ 
1 
| 


Comments that include profanity or personal attacks of other inappropriate comments or material will be removed from the site. 
Additionally. entries that are unsigned or contain “signatures” by someone other than the actual auther will be removed. Finally. we 
will take steps to block users who violate any of our posting standards, terms of use ot privacy policies ot any cther policies 


governing thie'site. Please review the governing commentaries and discussions. You are fully responsible for the content 
that you poet. i 


© 2009 The Washington Post Company 


Study counterintelligence at AMU & earn a coilege degree 100% oniine. 


| 
| 
| 


hitp://www. washingtonpost. com/wp-dyn/content/article/2009/03/02/ 'AR2009030202852._pf....| 3/3/2000 
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ALL FBI INEORMATION CONTAINED 
HEREIN 18 UNCLASSIFIED b6 
LATE 12-22-2014 By| sce =b7c 
UNCLASSIFIED//#Feu6- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 3 June 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Request for DoS employee contact information 


(U//#680) Pursuant to the FBI’s ongoing investigation into the 


potential compromise of classified_informati 
official contact Anéomatson for 
nt agenet Please sisect = inquiries regarding this request to be 
Special Agent at b7c 
f 


bTE 


Section Chief 
Counterespionage Section 


+e 


UNCLASSIFIED/ /Reue— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8110 
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ALL FBI INFORMATION CONTAINED b6 
@ HEREIN IS UNCLASSIFIED Bre 
. DATE 01-10-2017 ey __idusice 
FD-302a (Rev. 10-6-95) 
-1- 


FEDERAL BUREAU OF INVESTIGATION 


Date of transcription _ 6/10/2016 


b6 per DOS, per FBI 
b7e 


On June 10, 2016, F vestigation Special Agen| received the 
below listed documents fro: Special Assistant, Bureau of Diplomatic Security, 
Departmetn of State (DOS): . 


¢ Documents provided with the May 16, 2016 FBI classification determination request. 
* Documents provided with the June 2, 2016 FBI classification determination request. 
¢ Documents provided with the March 8, 2016 FBI classification determination request: 


These documents were previously provided to DOS as part of separate classification determination 


requests. 

Investigation on 6/10/2016 at__ Washington, DC 

File # a-Bl Date dictated ___ N/A b3 
bé 

By S. b7e 


bT7E 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 


HRC-8368 


HRC-8369 


ALL FRI INFORMATION CONTAINED b6 
@ HEREIN IS UNCLASSI) b7c 
5 DATE 01-10-2017 BY parce 


UNCLASSIFIED/ AFeue- 


U.S. Department of Justice 


Federal Bureau of investigation 
Washington, D.C. 20535-0001 


Date: 20 January 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomazic Security 


Prom: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Supplemental Classification Review and Determination 
Request 


(U//#900+ In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community {ICIG) 
regarding the possible compromise of classified national security 
information. 


{U//feue} The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
ef State (DoS) and the ICIG reviewed electronic mail {email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community {USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


{U/AP@88) The FBI respectfully requests DoS conduct an official 
Classification review and determination of the related documents 
contained on the accompanying DVD. This request is in addition to a 
previous Classification Review and Request submitted te your agency 
in 2015. While this request is separate from the 2015 request, it 
should be responded to in similar manner. 


(U//Peee) The FBI understands you may also be reviewing 
materials as part of ongoing FOIA lawsuits involving some of these 


UNCLASSIFIED/ /Feue— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8373 


UNCLASSIFIED/ /Bove 


documents. This matter should remain separate from the FOIA matter(s)} 
and information from this request should not be shared or co-mingled 
with the FOIA matter(s) to ensure the FBI’s investigation is not 
compromised or adversely affected. 


(U//#ON0} The FBI also understands that DoS may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DoS de-conflict its response to this 
FBI request with any previous classification determination responses 
related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DoS to provide as 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
@clintonemail.com domain that are not contained on the attached DvD. 
The FBI requests DoS to provide classification determination 
responses to the FBI on a rolling basis as they become available. 


{U//f686) Similar to the FPBI’s previous request, the enclosed 
DVDs contains a ReadMe.docx file, which provides an explanation of 
the files contained on the DVD. The DVDs also contain a Microsoft 
Excel spreadsheet titled Classification Review Response Tracker to 
assist your agency with tracking and responding to this 
classification review and determination request. The documents for 
review are listed in the FileList.x1sx spreadsheet and are contained 
in the Items folder. The Items folder is further explained in the 
aforementioned ReadMe.docx file. In the event DoS is aware of any 
equities belonging to other US Government agencies contained in 
documents provided as part of this request, the FBI requests DoS to 
identify those other US Government agencies in the “Notes” section of 
the enclosed spreadsheet. 


(0/AFOUG) The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 


{U//F6UG}+ You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI's investigation. 


(U//#68G)__Please direct all_ inquiries regarding this request to 


UNCLASSIFIED//#ou0— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8374 


bé 
b7¢ 


UNCLASSIFIED//FOUO 


oe 


\ < 
Peter leesd 


Section Chief 


Counterespionage Section 


UNCLASSIFIED/ /Feue— 


This document contains neither recommendations nor conclusions of the FBI. 


it is 


the property of the FBI and is loaned to your agency; it and its contents are not 


to be distributed outside your agency. 
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ALL FRI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIEIE) b6 
r CATE 01-10-2017 a bic 
-1- 
FEDERAL BUREAU OF INVESTIGATION 


FD-302a (Rev. 10-6-95) 


b6 per DOS, per FBI 
b7C per DOS, per FBI 


Date of transcription _ 7/15/2016 


On July 15, 201 6[__——_—_— Executive Assistant, Bureau of Diplomatic Security, 
Department of State (DOS) returned six DVDs, which had previously been lent to DOS as part of 


multiple FB] classification determination requests. The following DVDs were received by Federal Bureau 


* DEHQ26 
* DEHQ53 
© DEHQ44 
« DEHQ61 
¢ DEHQ62 
¢ DEHQ71 
Investigation on __7/15/2016 at Washington, DC 


Date dictated__N/A b3 


File # 
bé 

By Sal b7C 

This document com s of the FBI. It is the property of the FBI and is loaned to your agency; it = 7 


and its contents are not to be distributed outside your agency. 


HRC-8402 


b6 
b7C 


HRC-8403 


SENSITIVE BUT UNCLASSIFIED/ 
Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 


July 6, 2016 
Reference: January 20, 2016 Request from FBE 
Loaned Loaned Document Assessed Assessed FOIA Release | 
Document . Contemporaneous | Classification at - 
Number/Subject . . Determination 
Date Classification _| present 
7/30/2011 _|DEHQS3-9217 SBU SBU NR 
7/30/2011 __ |DEHQ53-9218 SBU SBU NR 
7/30/2011 __ |DEHQS53-9219 SBU SBU NR 
7/30/2011 __ |DEHQ53-9606 SBU SBU NR 
7/30/2011 _|DEHQ53-9607 SBU SBU NR 
8/20/2012 Cc Cc NR 
8/20/2012 Cc Cc NR 
8/20/2012 Cc Cc NR 
N/A DEHQ$53-5781 U U NR 
NA DEHQ53-5232 U U NR 
NA U U NR 
N/A Cc U NR 
8/7/2011 Cc Cc NR 
N/A Cc Cc NR 
2/20/2011 C_. Cc NR BIE per DOS 
2/20/2011 Cc Cc NR 
2/20/2011 Cc Cc NR 
2/20/2011 Cc Cc NR 
2/20/2011 Cc Cc NR 
2/20/2011 Cc Cc NR 
2/20/2011 Cc Cc NR 
N/A DEHQ53-3781 U U NR 
E 3/22/2009 _|DEHQ53-18780 U U NR 
3/22/2009 _ |DEHQS53-19684 U U NR 
8/8/2009 Cc Cc NR 
8/8/2009 Cc Cc NR 
12/2/2009 Cc Cc NR 
NA DEHQ53-10677 U U NR 
11/14/2010 _|DEHQ53-10940 U U NR 
10/26/2009 _|DEHQS53} Cc Cc NR 
10/26/2009 _|DEHQS3} Cc Cc NR 
W/A__ |DEHQS3-5347 SBU sBU_ [NR 
12/7/2010 _[DEHQS3-4162 U U NR 
INR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidentia | 


SENSITIVE BUT UNCLASSIFIED; 


HRC-8412 


SENSITIVE BUT UNCLASSIF IEDAG-AWH-ENFOREEMENMESENSEPBHE 


Results of Bureau of Diptomatic Security Classification Review 
for Law Enforcement Purposes 
July 13, 2016 
Reference: January 20, 2016 Request from FBI 


Loaned Assessed Assessed 
Loaned Document . FOIA Release 
Document . Contemporaneous | Classification at| an 
Number/Subject . . Determination 
Date Classification present 


3/11/2011 
11/26/2010 
2/19/2011 
11/25/2011 
11/26/2011 
7/10/2011 
11/26/2010 _|DEHQ53-485 


8/18/2011 _ |DEHQS3-933 
11/26/2011 |DEHQ53-2271 


SBU SBU NR bIE per BOS 


SBU NR 
1/19/2011 |[DEHQS53-13461 U N/R 
1/20/2011 _|DEHQ53-8143 U NR 
12/19/2010 _|DEHQS53-17359 SBU U NIR 


11/2672010 [DEHQs3] | C U NR 
5/21/2011 _[DEHQ53-4628 SBU 


$/21/2011 
2/19/2011 
2/20/2011 
2/20/2011 
11/26/2010 _|DEHQ53-488 
11/26/2010 [DEHQ53-487 
10/21/2012 _|DEHQ53-13621 
5/21/2011 _|DEHQ53-17889 
2/13/2011 |DEHQ53-17723 
5/2/2011 _ |DEHQS53-8670 
2182011 [DEHQs3]__ | 
1/14/2012 _ |DEHQ53-18466 Cc 
2/13/2011 _|DEHQS53-8331-B SBU 
2/13/2011 _|DEHQS3-8335 SBU SBU 
2/13/2011 _|DEHQ53-8105 | SBU SBU 

* A/GIS/PS Reviewed a similar document and classified portions of it. 


DEHQS53-4629 
DEHQS53 
DEHQS3 


Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
Confidential 


HRC-8413 


SENSITIVE BUT UNCLASSIFIED/EAM-ENFORCEMEMESENSHAYE— 


HRC-8414 


b6 
b7c 


HRC-8415 


ALL FBI INFORMATION CONTAIWEC b6 
HEREIN IS UNCLASSIFIED b7c r 


DATE 01-10-2017 BP _(isszes 


United States Department of State 


Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C. 20520 


July 25, 2016 
SENSITIVE BUT UNCLASSIFIED/EAW+ ENFORCEMENT SENSEFVE— 


TO: FBI — Peter Strzok b6 per Dos 


b7C per DOS 


FROM: DS — Gregory B. S 


SUBJECT: (SBUAGES) Classification Reviews of Loaned Documents and 
Assessments of Documents Previously Released Through the FOIA 


(SBU/GES) The Department of State has responded to the following FBI 
requests for classification reviews of loaned documents provided on various discs 
and hard copy: 


January 20, 2016: State responded on 6/16/2016 and 7/15/2016 (DEHQ44, 
. DEHQ353) 
March 8, 2016: State Responded on 6/13/2016 (four loaned e-mail 
chains) 
April 4, 2016: State responded on 6/20/2016 and 7/11/2016 (DEHQ61, 


DEHQ62 b7E per DOS 
April 7, 2016: Reqs fi prioritization of determinations of 


upgraded Top Secret and Secret, documents previously 
released through FOIA. State responded on 6/24/16. 

May 10, 2016: State responded on 6/20/2016 (DEHQ71) 

May 19,2016: State responded on 6/8/2016 (Binder of 17 loaned 
documents) 

June 2, 2016: State responded on 6/13/2016 (7 loaned documents) 


(SBUA-ES}Unless the Department of State receives notification to the 
contrary, we consider these requests fulfilled with no further action required. 


(SBUAbES) Regarding the upgraded CONFIDENTIAL documents 
previously redacted for release through FOIA, it is the Department’s understanding 
from our April 7, 2016, secure video teleconference that the FBI does not require 
determinations of those documents for the purposes of the FBI’s investigation. 

The Department of State requests written confirmation of this understanding as 
soon as possible. 


SENSITIVE BUT UNCLASSIFIEDA-AWENFOR CEMENT SENSTEEVE 


HRC-8416 1, 


-OCh ~ IL b7E 


SENSITIVE BUT UNCLASSIFIED/GAHENFORCEMEME SENSITIVE 
-2- 


(SBU/EES) Regarding the FBI’s October 23, 2015, request for a 
classification review of disc DEHQ26, containing over 8,500 loaned documents, 
the Department of State understands that this request is no longer necessary to the 
FBI's investigation, and requests written confirmation that the FBI no longer 
requires action by the Department of State for the October 23, 2015, request as 
soon as possible. 


SENSITIVE BUT UNCLASSIFIED/EAW-ENFORCEMENT SENSTRVE- 


HRC-8417 


Approved: DS/FO {| 


Drafted: 


Cleared: 


M- 
L/M - 
A- 

INR - 
S/ES-S - 


GStanford (ok) 
SProsser {ok) 
EStein (ok) 
CBrown (ok) 
KLang (ok) 


b6 per DOS 
b7C per DOS 


HRC-8418 


ALL FBI INFORMATION couTarwer P& 
HEREIN [3 UNCLASSIFIED bIC 


DATZ 10-26-2017 | NSICS 


cn a ; 
Jar} | 
| 


FD-340 (Rev. 4-11-03) 


b7E 
Field Office Acquiring Evidence _\£¢>_ 


Serial # of Originating Document — 40 


Date Received 3 fof & 


From JOOS / < 
7 > rite of Contributor/interviewce) 


Address) 


‘(City and State) 


> b6 
{ ss ome 


To Be Returned. Yes -EY No 


Receipt Given O Yes At No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 


O Yes ET No 
Federal Taxpayer Information (FTI) 
* £1 Yes --ET No 


Mipyone. EXAnwn 


Reference: 


{Communication Enclosing Material) 


Description: CG Original notes re interview of 


. HRC-8502 


ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 01-11-2017 BY NSICS 


“SEGRE, Aporone 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 8 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Supplemental Classification Review and Determination 


Request 


(U/APe8e+ In July 2015, the PBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. ; 


(U/APebe} The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S, Department 
of State (DoS) and the ICIG reviewed electronic mail. (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


(U//#686} The FBI respectfully requests that DoS conduct an 
official classification review and détermination of the attached 
documents to assess both the current classification and the 
classification when they were drafted. 


RS) APE) The documents being submitted for review appear to be 
early drafts of a classified DoS Memorandum to the National Security 
Advisor, dated October 10, 2009, with the subject “U.S. Policy 
Towards Pakistan.” A copy of this memorandum is also attached for 


SBeRKE/ /perort 
This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 


to be distributed outside your agency. HRC-8503 


SRGREI/ /orens 


your reference. Additionally, portions of the submitted documents 
that pertain to “Pakistan-related objectives” and “Core Goals as 
outlined in the Riedel Report” appear to be derived from a classified 
NSC report titled “Draft Report of Inter~Agency Policy G 
Policy Towards Afghanistan and Pakistan 


bS per WH 


(U//AP6tO7 This request is in addition to the two previous 
classification review and determination requests submitted to your 
agency in November 2015 and January 2016. While this request is 
separate from those requests, it should be responded to in a similar 
manner. 


(U/APOUG} You are requested not to disclose the existence of 
this inquiry or the contents of the provided documents, other than as 
necessary for compliance. Disclosure may jeopardize the confidential 
nature of the FBI’s investigation. 


(U/APOTS) Please dire 1 inguiries regarding this request to 


b7C 


Section Chief 
Counterespionage Section 


o+ 


SECRET /Morons 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8504 


ALL FEI INFCRMATION CONTAINED b6 
HEREIN IS UNCLASSIELER b7c 


DATE 01-11-2017 eyL___—‘|stce 


“SECRET / OPORN Z 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 8 March 2016 


To: W. Neil Eggleston 
Office of General Counsel 
Executive Office of the President 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Supplemental Classification Review and Determination 
Request 


(U/Aeoue} In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information, 


(U//FEBe) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


(U/APe86} The FBI respectfully requests that the National 
Security Council (NSC) conduct an official classification review and 
determination of the attached documents to assess both the current 
classification and the classification when they were drafted. 


DK Amr) The documents being submitted for review appear to be 
early drafts of a classified DoS Memorandum to the National Security 
Advisor, dated October 10, 2009, with the subject “U.S. Policy 
Towards Pakistan.” A copy of this memorandum is also attached for 


_BROREL/ /perors 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8505 


“SEGRET/ fF PORN 


your reference. Additionally, portioris of the submitted documents 
that pertain to “Pakistan-related objectives” and “Core Goals as 
outlined in the Riedel Report” appear to be derived from a classified 
NSC report titled “Draft Report of Inter-Agenc 
Policy Towards Afghanistan and Pakistan id 


b5 per WH 


(U//88G) This request is in addition to the two previous 
classification review and determination requests submitted to the NSC 
in October 2015 and January 2016. While this request is separate from 
those requests, it should be responded to in a similar manner. 


(U/APeHe+ You are requested not to disclose the existence of 
this inquiry or the contents of the provided documents, other than as 
necessary for compliance. Disclosure may jeopardize the confidential 
nature of the FBI’‘s investigation. 


(U//®eue} Please direct all inquiries re arding this request to 


b7c 


Counterespionage Section 


oe 


SECRET? /ypironte . 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8506 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED. 
03-08-2023 BY 


DATE 


core 


FD-340 (Rev. 4-11-03) 


File Number 


Field Office Acquiring Evidence WI 


Serial # of Originating Document LS 


Date Received s fit sft 4 | zexi & 


From Leste Shares 


(Name of Contributor/Interviewee) 


(Address) 


(City and State) 


B 
To BeRetumed [J Yes EY No 
Receipt Given [1 Yes EI No 
Grand Jury Material - Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 
O Yes EXNo 
Federal Taxpayer Information (FTI) 
C) Yes EYNo 


MOD YaRe KAW 


Reference: 


[a4] 


(Communication Enclosing Material) 


Description: m) Original notes re interview of 


2-1 Der. Penis TO TS ot Slice 


art gauss wo De2S ov! sft 
3 CHW a “Deer Csfin). 


* Sota wsneot Spe ste Sheet 


TS w/ #2344, 


b3 
bIE 


be 
b7c 


HRC-8598 


ALL FRI INFORMATION CONTAINED b6 


HEREIN IS UNCLASSI b7C 
DATE 01-12-2017 BY NSICG 
(WF) (FBI) 


From: © FL ___fwey en b6 per DOS, per FBT 


Sent: Thursday, May 19, 2016 10:02 AM . b7C per DOS, per FBI 
To: 
Subject: THM and summary sheet for documents provided on May 16th --- SESRETAN@FORN- 


SentinelCaseld: ' TRANSITORY RECORD 


bé 
bIC 


Derived From: 
Decl i On 


ated 20130301 


20411231 


TRANSITORY RECORD b6 per DOS 


b7C per DOS 


(U/AOUO} Attached is the LHM to accompany the documents that | delivered on Monday. Also attached is another 
document that we would like to include for review (Item 487.pdf), and a spreadsheet that summarizes when the 
documents were previously provided to DoS. 


Please let me know if you have any questions. 


vir 


b6 
b7c 
Ss 
WFO 
Des! 
ae 2 
Item 487.pdf J_FOUO 19May16 1gMay16 
Doc Summary.pdf. LHM.pdf 
Classification: § T/ ASOFORSE 


HRC-8599 


ALL FBI INFORMATICN CONTAINED 
HEREIN IS UNCLASSIEIED 


UNCLASSIFIED/ /FevO 


U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 19 May 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: °° Peter Strzok 
' Section Chief 
Counterespionage Section 


Subject: Classification review and determination request for 
documents provided to DoS on May 16, 2016 and May 19, 2016. 


(U//FS8Q) In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 


(U//FO8O) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


(U//FE8Q) The FBI respectfully requests that DoS conduct an 
official classification review and determination of the 16 documents 
provided to DoS on May 16, 2016, and one additional document 
submitted with this request. It is requested that the review be 
completed by May 20, 2016. The majority of these documents were 
previously submitted to DoS as part of other classification review 
requests. However, these documents have since been determined to be 
relevant to current investigative activities. It is therefore 
requested that they are prioritized over other pending classification 
review requests from the FBI. 


UNCLASSIFIED/ /Foue- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8600 


UNCLASSIFIED/ /Foue- 


{U//P@8@ You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI‘s investigation. 


(U//FOUG)_Please direct all inquiries regarding this request to 


b7C 


Peter Str 
Section Chief 
Counterespionage Section 


oe 


UNCLASSIFIED/ /Foue 
This document contains neither recommendations nor conclusions of the FBI. [ft is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. . 


: HRC-8601 


Cc 
U/AeHe 


(U//F882} Summary of documents provided on May 16, 2016 and May 19, 2016. 


ITEM 
NUMBER 
487 


TITLE 


Karzai - 9:45 


| 
SENT DATE DISSEMINATION DISC DISC vena 


11/26/2010] Dissemination 3 


488 
7233 
10229 
13621 
17139 


MbZ call - 7:15am 11/26/2010] Dissemination 3 
Davutoglu 8/14/2011|Dissemination 3 
Re: khar 11/26/2011 Dissemination 3 


11/3/2015 


9am Mikati Call Sheet 


10/21/2012 [Dissemination 3 11/3/2015 


UPDATED Netanyahu - 4pm 


11/26/2010 | Dissemination 3 11/3/2015 


18151 
502890 
2607 
4629 


8149 


8144 


Re: Westerwelle Call 


8/22/2011 |Dissemination 3 11/3/2015 


Mullen call sheet 


2/20/2011] Dissemination 3 11/3/2015 


Re: Pakistan calls 


5/21/2011] Dissemination 3 11/3/2015 


Re: Mullen 


bl per DOS 
bS per DOS 


1/20/2011|Dissemination 3 11/3/2015 
1/21/2011] Dissemination 3 11/3/2015 


2 
2 
2 
2 
2 
2 
8/31/2011|Dissemination 6 1 5/12/2016 
2 
2 
2 
2 
[2 


17359 12/19/2010] Dissemination 3 11/3/2015 
8104/Re: REMINDEI 2/13/2011|Paper Copy 5/16/2015 
18286|Fw: Egyptian 11/25/2011|Paper Copy N/A 5/16/2015 
18780]Visit to Israel & PA 3/22/2009 Dissemination 3 2 11/3/2015 
487|Updates 8/10/2012] Dissemination 5 2 4/7/2016 


lassified by DAS. A’GIS, DoS on 
9/30/2015 - Class: CONFIDENTIAL 


eason: 1.4(B), 1.4(D) - 
eclassify 
in: 02/b11/2026 


U/#Fouo— HRC-8602 


